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About This User’s Manual

This manual provides the basic information on how to manage Atrust t-series zero/thin clients with the Atrust
Device Manager software.

Manual Structure and Subjects

Chapter Subject
1 Provides an overview of the Atrust Device Manager software.
2 Gives detailed instructions on how to install and upgrade Atrust Device Manager.
3 Provides instructions on how to manage clients with Atrust Device Manager.
4 Provides basic instructions on client configuration.

Notes, Tips, and Warnings

Throughout this manual, the notes, tips, and warnings in the following formats are used to provide important
information, useful advice, and prevent injuries to you, damage to your devices, or loss of data on your system.

NOTE

3/
+ A note provides important information for a specific situation.

TIP

+ Atip gives a piece of useful advice to perform a task more efficiently.

/4

@ WARNING

A warning provides crucial information that must be followed to prevent injuries to
you, damage to your devices, or loss of data on your system.

Style Conventions

The following styles are used throughout this manual while referring to operational items on input devices,
hardware panels, or application interfaces.

Item Style Example
keys on the keyboard bold F11,N,B, S

appllcatlo.n windows, menus, first letter capitalized =Add window, Firmware list, Client list, Command menu
or entry lists

e i el ol 2 e, bold OK, Next, Start, System tab

toolbars, taskbar, or menu

options on a window, screen, I accept the agreement, Scan by IP Range, Update
- bold . -

list, or menu Firmware, Push Settings

selecting a series of options bold Start > All Programs > Atrust > Atrust Device Manager
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Overview

This chapter provides an overview of the Atrust Device Manager
software.

1.1 Introduction

Aturst Device Manager as a remote endpoint device
management software

1.2 Features

The key features of Atrust Device Manager

1.3 Supported Platforms
Operating systems supported by Atrust Device Manager

1.4 Supported Endpoint Devices
Client devices supported by Atrust Device Manager

1.5 Minimum System Requirements

The minimum system requirements for the installation
and operation of Atrust Device Manager
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1.1 Introduction

Desktop virtualization provides a new perspective to reconsider the design and implementation of an IT
infrastructure. In a desktop virtualization infrastructure, a station is no longer a cumbersome desktop, but simply an
endpoint device for users to access delivery services from the server(s).

With the introduction of the desktop virtualization technologies, you can considerably benefit from:

« centralized management of work environments

« drastically reduced endpoint software/hardware issues
« application/desktop access across different platforms

« simplified system maintenance

« improved system security

+ more scalability with low-cost endpoint devices

But still you need a powerful software for managing a large number of endpoint devices in a desktop virtualization
infrastructure. The Atrust Device Manager software is designed to fill the need. It enables you to remotely deploy,
manage, update clients, and assist users from a single computer. You can manage and update clients simply and
quickly in groups with a flexible and secure mechanism. Additionally, you can remotely assist users in resolving
problems or configuring local settings.

1.2 Features

The key features of Atrust Device Manager are:

« helping the management of zero clients

= NOTE
7
+ A zero client is an endpoint device without any operating system pre-installed. The

client can only obtain its operating system when it's managed by the Atrust Device
Manager software. A managed zero client downloads its operating system from its
governing Atrust Device Manager when it is turned on over the network. Both the
network connectivity and the governing Atrust Device Manager are prerequisites
for its operation.

« pushing custom settings to a large number of clients

- updating firmware and installing software packages for clients

« taking client snapshots for quick system backup and recovery

- rebooting, powering off, and waking clients through the local network
« helping users to troubleshoot problems remotely

« identifying clients and managing IT assets with automatically-captured client information
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1.3 Supported Platforms

Atrust Device Manager supports the following operating systems:

- Windows 7/Vista/XP
- Windows Server 2003/2008/2008 R2

1.4 Supported Endpoint Devices

Atrust Device Manager supports the following Atrust client family:

« t50

« t100 series (t100L/t100LZ/t100W)

« 1160 series (t160L/t160LZ/t160W)

+ 1200 series (t200L/t200LZ/t200W/t200WQ)
« 1210 series (t210L/t210W)

« 1216 series (t216L/t216W)

NOTE

(i)

+ For more information on available models and detailed specifications, please visit
our website at www.atrustcorp.com.

1.5 Minimum System Requirements

The minimum system requirements for the installation and operation of Atrust Device Manager are as follows:

« Pentium 4, 1.0 GHz processor or the equivalent

« 512 MB of free system memory

« 300 MB of free disk space (2 GB is recommended)
«10/100 Mb Ethernet network adapter

- Java software or Java Runtime Environment (for the Shadow feature, see page 84)


www.atrustcorp.com

Installing and Upgrading Atrust Device Manager

This chapter gives detailed instructions on how to install and
upgrade your Atrust Device Manager.

2.1 Installing Atrust Device Manager
The installation of Atrust Device Manager

2.2 Installing Java Software

The installation of Java Software or Java Runtime
Environment

2.3 Initial Setup
The initial setup of Atrust Device Manager

2.4 Upgrading Atrust Device Manager
The upgrade of Atrust Device Manager

2.5 Uninstalling Atrust Device Manager
The uninstallation of Atrust Device Manager

10

10

11

12
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Installing Atrust Device Manager

2.1 Installing Atrust Device Manager

To install Atrust Device Manager on your computer, please follow the steps below:

—=)) NOTE

=
- Ensure that Atrust Device Manager can be installed on your computer before
proceeding. For information on system requirements for the installation and

operation of Atrust Device Manager, please refer to section “1.5 Minimum System

Requirements” on page 4.

- Toinstall a newer version of Atrust Device Manager, it's recommended to install
it directly without uninstalling the current Atrust Device Manager. For more
information on how to upgrade your Atrust Device Manager, please refer to section
“2.4 Upgrading Atrust Device Manager”on page 11.

1. Insert the accompanying Documentation and Utility DVD into your DVD drive.

2. Double click the DVD drive to open the DVD folder, and then click Utility > ADM to locate the installation
program for Atrust Device Manager.

3. Double click adm-setup-1.xx-enus.exe to launch the installation program.

4. The Setup Wizard appears.

Welcome to the Atrust Device
Manager Setup Wizard
This will install Atrust Device Manager 1.27 on your computer,

It is recommended that you dose all other applications before
continuing.

Click Next to continue, or Cancel to exit Setup,

5. Click Next to continue.

6. Read the License Agreement, click to check | accept the agreement, and then click Next to continue.

License Agreement
Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

Atrust Software License Agreement -
Atrust Software License Agreement Copyright @ 2007-2010 by Atrust Computer |*
Corp.

All Rights Reserved.

YOUR. AGREEMENT TO THIS LICENSE

After reading this agreement carefully, if you ("Customer™) do not agree to all of
the terms of this End-User License Agreement ("ELLAT), you may not use this
Software and/or its documentation (hereafter referred to as "Software Product”).
Unless you have a different license agreement signed by Atrust Computer Corp.

(@ [ accept the agreement

() I do not accept the agreement

< Back i Next > i Cancel
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7. Use the default installation directory or click Browse to locate the desired one.

Select Destination Location
Where should Atrust Device Manager be installed?

l Setup will install Atrust Device Manager into the following folder.

To continue, click Next. If you would like to select a different folder, dick Browse.

:\Program Files (x86) A Browse...

At least 291.4 MB of free disk space is required.

8. Click Next to continue.

9. Use the default Start menu folder or type to create a new folder for the shortcuts of programs.
Or, click Browse to choose an existing folder.

Select Start Menu Folder
Where should Setup place the program's shortcuts?

u Setup will create the program's shortcuts in the following Start Menu folder.,

To continue, dick Mext. If you would like to select a different folder, dick Browse.

Browse...

10. Click to check/uncheck Create a Desktop icon, and then click Next to continue.

Select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while installing Atrust
Device Manager, then dlick Next.

Additional icons:
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Installing Atrust Device Manager

11. Change the default database password for the superuser or use the default. After completion, click Next to

continue.

Server Settings
Specify the settings for use in a customized installation of Atrust Device
Manager.

Change the default settings:

[V]Change the database root's password

@ NOTE

-+ A superuser is a user who has full access to the database of Atrust Device Manager.

12. Click Install to start installing Atrust Device Manager on your computer.

Ready to Install
Setup is now ready to begin installing Atrust Device Manager on your computer,

change any settings.

Destination location:
C:\Program Files (x86)\Atrust

Start Menu folder:
Atrust

Click Install to continue with the installation, or dick Back if you want to review or

13. After completion, click Finish to exit.

\

Completing the Atrust Device
Manager Setup Wizard

Setup has finished instaling Atrust Device Manager on your
computer, The application may be launched by selecting the
installed icons.

Click Finish to exit Setup,

9
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2.2 Installing Java Software

To access full functionality of Atrust Device Manager, you need to install the Java software, which is free and
downloadable from Java’s official website at java.com.

Please visit the website for detailed instructions on how to install the software.

NOTE

i |

«+ The Java software or Java Runtime Environment is required for the Shadow feature
of Atrust Device Manager. This feature enables you to remotely assist a client user.

For more information on how to do these, please refer to section “3.4.26 Assisting a
Client User Remotely” on page 84.

2.3 Initial Setup

When launching Atrust Device Manager for the first time, you need to complete the initial setup. Follow the
instructions below to complete the configuration:

1. Click Start > All Programs > Atrust > Atrust Device Manager to open the application.

NOTE

i |

« This step may vary if you choose not to use the default Start menu folder for placing
this application shortcut during the installation of Atrust Device Manager.

2. A window appears prompting you to choose the service IP address and create an administrator account. Click

the drop-down menu to select the desired IP address from the list of available IP addresses. Type the desired
account name and password, and then click Save to continue.

Atrust Device Manager Setup Wizard

- Choose service IP address

IP Address: 192.168.11.109 -

- Create default administrator account

Account: *[ ]

New Password: *[ ]

Comfirm Password: *[ ]

=) NOTE

al

- It's strongly recommended to use a fixed IP address as the service IP of Atrust Device

Manager. The change of the service IP may make all the managed clients become
unmanageable.
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3. The Login screen appears prompting you to sign in to Atrust Device Manager with your credentials (account
name and password).

Account

Password

Login (®)

4. The management interface of Atrust Device Manager appears.

Atrust

» Wl Profiles
» [l Thin Clients
» [l Filters.

(. Atrust Device Manager

» [l Unmanaged Zero Clients Thin Clients 0 Thin Clients

[E=E Eom ==

ThinClients | Sean | System | Logs | About Logout: Administrator

Profiles (0 Profiles
Profiles are used to specify and apply a set of settings to selected clients

To configure and view thin clients

— | Filters 0 Filters
= Filters allow the user to view a subset of clients

Unmanaged Zero Clients 0 Unmanaged Zero Clients
Unmanaged Zera Clients use the PXE protocol to boot

= Clear Messages | 0 Messages 4

=

NOTE

+ In next chapter, we will describe the functionality of Atrust Device Manager in
details.

2.4 Upgrading Atrust Device Manager

To upgrade your Atrust Device Manager to a newer version, you can just install the new program without
uninstalling the old one. For information on how to install Atrust Device Manager, please refer to section “2.1
Installing Atrust Device Manager” on page 7.

AL

NOTE

- It's recommended to upgrade your Atrust Device Manager without uninstalling the
old version. If you uninstall the current Atrust Device Manager on a computer, all
your settings and client CA (Certificate Authority) files will be removed. With a newly
installed Atrust Device Manager, this computer will fail to manage clients which are
originally under its management, and those clients will become unmanageable.

11
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2.5 Uninstalling Atrust Device Manager

To uninstall your Atrust Device Manager on a computer, please do the following:

NOTE

(i)

« To upgrade your Atrust Device Manager, it's recommended not to uninstalling the
current Atrust Device Manager. For more information, please refer to section“2.4
Upgrading Atrust Device Manager”on page 11.

+ Ensure that you have backed up important data on Atrust Device Manager before
proceeding.

1. Click Start > All Programs > Atrust > Uninstall Atrust Device Manager.

NOTE

QI

« This step may vary if you choose not to use the default Start menu folder for placing
this application shortcut during the installation of Atrust Device Manager.

2. Follow the on-screen instructions to complete the uninstallation.




Using Atrust Device Manager

This chapter provides instructions on how to manage clients with

Atrust Device Manager.

3.1 Atrust Device Manager
Interface overview

3.2 Establishing a Basic Administration environment
System tab overview
Available tasks at a glance

3.3 Adding Clients into a Managed Group
Scan tab overview
Available tasks at a glance

3.4 Managing All Your Clients

Thin Clients tab overview
Available tasks at a glance

3.5 Viewing and Managing Event Logs

Logs tab overview
Available tasks at a glance

3.6 Viewing Software Information

About tab overview
Available tasks at a glance
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45
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94
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3.1 Atrust Device Manager

Atrust Device Manager enables you to remotely deploy, manage, update clients, and assist users from a single
computer. You can manage clients simply and quickly in groups with a flexible and secure mechanism. Additionally,
you can remotely assist users in resolving problems or configuring local settings.

3.1.1 Interface Overview

To access Atrust Device Manager, please do the following:

1. Click Start > All Programs > Atrust > Atrust Device Manager.

2. The Atrust Device Manager window appears.

Interface Overview

o 6 0 6
| | | |

Atrust Device Manager (=}
g
Atrust Thin Clients Scan | System | Logs | About Lot et @
i —
» i Profiles Profiles 0 Profies e
» @l Thin Clients Profiles are used to specify and apply a set of settings to selected clients
» [l Filters.
» [l Unmanaged Zero Clients Thin Clients 0 Thin Clients
@ To configure and view thin clients
~ Filters 0 Filters

Filters allow the user ta view a subset of clients

Unmanaged Zero Clients 0 Unmanaged Zero Clients
Unmanaged Zero Clients use the PXE protocol to boot

- Clear hessages | 0 Messages 4

Interface Elements

No. Name

Description

1 Thin Clients tab Click to access client management.

2 Scan tab Click to look for unmanaged thin clients over your local network.

3 System tab Click to establish and configure the basic administration environment.
4 Logs tab Click to view event logs.

5 About tab Click to view information about Atrust Device Manager.

6 Logout button Click to log out from Atrust Device Manager.

7 Management/Information Area

Select to perform desired tasks, configure desired settings, or view
related information available under a selected tab.

Message Area

Click 4. to view messages about management activities.

Navigation Area

Click to select a specific item, option, or task under a tab.
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3.1.2 Available Tasks at a Glance

The following table shows functionality provided in each tab. For more details, please refer to the corresponding

section as shown below:

Tab

System

Scan

Thin Clients

Logs

About

Function List Section

creating an administrator account
managing thin client firmware files
managing zero client image files
managing WES package files

managing client snapshots

configuring remote deployment settings
configuring settings for Atrust Device Manager
backing up the management database
managing database archive files
restoring a management database
managing client Certificate Authority files
managing P2T license files

looking for clients in the whole range

of a local network

looking for clients in a specified range 3.3
of IP addresses )
looking for clients with predefined
IP range lists

Adding Clients into a Managed Group

getting zero clients ready for use

creating group configuration for clients

using individualized configuration for clients

using hybrid configuration for clients

pushing settings to clients

pulling settings from clients

rebooting clients remotely 3.4
shutting down clients remotely Managing All Your Clients
waking clients remotely

monitoring the use of clients

controlling clients remotely

digging out profiles/clients with Quick Search
digging out clients with filters

viewing event logs
exporting event logs
emptying event logs

3.5
Viewing and Managing Event Logs

viewing information on Atrust Device Manager
viewing Atrust contact information

Viewing Software Information
viewing software license agreement

2
Establishing a Basic Administration environment

Page

17

38

45

91

94
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3.2 Establishing a Basic Administration environment

3.2.1 System Tab Overview

System tab enables you to establish a basic administration environment. To access the functionality of System tab,
click the tab on Atrust Device Manager.

System Tab Overview

4 Atrust Device Manager (E=3 BCE =3

Atrust ThinClients | Scan | System | Logs | About Logout: Administrator

Setting Menu Backup and Restore Center
o D Backup g

+ Admin Account
» Deployment

» System Settings Directory: (6:\Program Files (x86)\Atrustidbarshivel )
~ Bachup and Restare Append File Name with: o ]
v P2T Licenses
Backup
Di Archive

Select an Archive File No Archive Available ~

Download Upload Delete Restore

Certificate Authority

Certificats Authority Management: Export Certificate | |_Import Certificate

" ClearMessages | 0 Messages 4

Interface Elements

No. Name Description

1 Navigation Area Click to access the desired setting item.

Select to perform desired tasks, configure desired settings, or view related
information available under a selected item.

2 Management Area
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3.2.2 Available Tasks at a Glance

2
°

==
T BV o®oNOo U~ WN -

N NN N N N NN R PR B B B B =2
N OO o1l AW N H O O WO N OO U M WN

Available Task
creating an administrator account
deleting an administrator account
editing an administrator account
importing thin client firmware files
deleting thin client firmware files
scanning thin client firmware files
importing zero client image files
deleting zero client image files
importing WES package files
deleting WES package files
scanning WES package files
exporting client snapshots
importing client snapshots
deleting client snapshots
scanning client snapshots
configuring remote deployment settings
selecting the service IP address of Atrust Device Manager
configuring the database source of Atrust Device Manager
selecting the database source of Atrust Device Manager
backing up the management database
downloading a database archive file
uploading a database archive file
deleting a database archive file
restoring a management database
exporting client Certificate Authority files
importing client Certificate Authority files
importing P2T license files

Section
3.2.3
3.2.3
3.2.3
3.2.4
3.2.4
3.2.4
3.2.5
3.2.5
3.2.6
3.2.6
3.2.6
3.2.7
B2/
3.2.7
3.2.7
3.2.8
3.2.9
3.2.9
3.2.9
3.2.12
3.2.13
3.2.13
3.2.13
3.2.14
3.2.15
3.2.15
3.2.16

Page
19
19
19
20
20
20
23
23
25
25
25
27
27
27
27
29
31
31
31
33
34
34
34
35
35
35
36
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3.2.3 Managing Administrator accounts

Creating an Administrator account
To create an administrator account, please do the following:

1. On System tab, click Admin Account.

2. The Account list appears in Management area.

# Add = Delete . Edit
Username‘

Information Last login

Administrator 2011-05-30 09:35:20

NOTE

=

« When you log in to Aturst Device Manager for the first time, you are prompted
to create an administrator account for client management. This account will be
specified in the Account list.

3. Click Add to open the Add window.

4. Type the desired user/account name and password.

Add ]
Username: AFrancis |
New Password: *{"uuu ]
Comfirm {ossssese ]
Passward:
Information: |Francis Crick |
Add Cancel

5. Click Add to apply.

6. The newly added account appears in the Account list.

# Add = Delete . Edit

re
Usemame

Information Last login

Administrator 2011-05-30 09:35:20

Francis Francis Crick

Deleting an Administrator account
To delete an administrator account, please do the following:

1. On System tab, Click Admin Account.
2. The Account list appears in Management area.

3. Click to select the desired account.
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NOTE

+ To delete more than one administrator account, Ctrl-click to select multiple
accounts.

(alll |

4. Click Delete on the top of the Account list.
5.
6
7

The Delete window appears prompting for confirmation.

. Click Yes to confirm.

. The selected account is removed from the Account list.

Adjusting an Administrator account
To adjust an existing administrator account, please do the following:

1.

ok W

6.

On System tab, Click Admin Account.

The Account list appears in Management area.
Click to select the desired account.

Click Edit to open the Edit window.

Adjust the password or the description in the Information field.

NOTE

« If you only want to add or edit the description in the Information field, you need to
type the current password for the selected account.

(alll |

Click Modify to apply.

3.2.4 Managing Thin Client Firmware Files

You can update firmware for your clients remotely with Atrust Device Manager. Before proceeding, you need to
import firmware files of appropriate versions for Atrust Device Manager.

=)) NOTE

al

- Forinstructions on how to update firmware for clients remotely, please see section
“3.4.22 Updating Client Firmware” on page 80.

« To upgrade your zero client, what you need is an image file for zero clients rather
than a firmware file for thin clients. For information on zero client image files, please
refer to section“3.2.5 Managing Zero Client Image Files” on page 23.

Importing Thin Client Firmware Files

To import a firmware file for thin clients, please do the following:

NOTE

+ For information about availability of a newer or up-to-date version of client
firmware file (.zip format), please contact your dealer.

(alll |
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1. On System tab, click Deployment > Firmware.

2. The Firmware list appears.

O Scan Firmware = Delete Firmware 37 Import Firmware

Name Platform Version Model

5’/ NOTE

« If you never imported firmware files into Atrust Device Manager, the Firmware list
will be empty as shown above.

3. Click Import Firmware on the top of the Firmware list.

4. The Import Firmware window appears.

Import Firmware [X]

Firmware File: Browse_

Type:
WVersion:

Platform:

Boot Loader Version:
Model:

Require Disk size:

Import Cancel

5. Click Browse to locate the desired firmware file, and then click Open to confirm.

% NOTE

« Atrust Device Manager will automatically perform file check to ensure that the file is
a valid firmware file for thin clients and there is no duplicate in the Firmware list.

6. Click Import to start importing the selected firmware file.

Import Firmware [X]
Firmware Fila: CihUsers\Administrator\Documen
Type: firmware
WVersion: 1.24-4NTL
Platform: linux
Boot Loader Version: 1.24
Model: t100L:t160L:t200L;t200LQ:t210L
Require Disk size: 512

Import Cancel

7. On completion, the imported firmware file appears as an entry in the Firmware list.

S Scan Firmware = Delete Firmware &1 Import Firmware

Platform

MName

ATRUST LINUX 1.24-IMTL

Version

1.24

Model
t100L, t160L, t200L, t200LQ, t210L

Atrust Linux
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Deleting Thin Client Firmware Files
To delete a thin client firmware file, please do the following:

1. On System tab, click Deployment > Firmware.

2. The Firmware list appears in Management area.

3. Click to select the desired firmware file, and then click Delete Firmware on the top of the Firmware list.

=) NOTE
7

« To delete more than one firmware file, Ctrl-click to select multiple files.

4. The Delete Firmware window appears prompting you for confirmation.

5. Click Delete to confirm.

6. On completion, the selected firmware file is removed from the Firmware list.

Scanning Thin Client Firmware Files

The Scan Firmware feature helps you to discover the local or remote firmware files. There are two scenarios that you
need the help of this feature. The first scenario is that you choose to update clients with remote firmware files rather
than local imported ones. In this scenario, the local list of available firmware in Atrust Device Manager may be not

in sync with the remote list of firmware files on another computer where you choose to get firmware files. The Scan
Firmware feature can synchronize your local list with the remote one.

—)) NOTE

Q

- For instructions on how to configure your Atrust Device Manager to use remote
firmware files on another computer for client management, please refer to section
“3.2.8 Configuring Remote Deployment Settings” on page 29.

Another scenario is when you copy the file set of an imported firmware file from the installation directory of another

Atrust Device Manager into the same installation directory of your Atrust Device Manager, this firmware file may not
appears as an entry in the Firmware list.

—)) NOTE

Q

« The default installation directory of Atrust Device Manager is C:\Program Files (x86)\
Atrust. The file set of an imported firmware file is placed in C:\Program Files (x86)\
Atrust\firmware, under an uppermost dedicated folder.

In both scenarios, to synchronize the entries in the Firmware list with your local or remote firmware files, please do
the following:

1. On System tab, Click Deployment > Firmware.
. The Firmware list appears in Management area.

2
3. Click Scan Firmware on the top of the Firmware list.
4

. On completion, the Firmware list is now in sync with your local or remote firmware files.
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3.2.,5 Managing Zero Client Image Files

A zero client is an endpoint device without any operating system pre-installed. It can only obtain its operating
system when it's managed by the Atrust Device Manager software. A managed zero client downloads its operating
system from its governing Atrust Device Manager when it is turned on over the network. Both the network
connectivity and the governing Atrust Device Manager are prerequisites for its operation.

Before a zero client can download its operating system, you need to import a zero client image file into the
governing Atrust Device Manager as the downloadable operating system of the client. Additionally, you can also
update your zero client by substituting a newer zero image file for the old one with Atrust Device Manager.

NOTE

Lalll |

- Forinstructions on how to replace the old zero image file with a newer one for your
zero clients, please see section“3.4.22 Updating Client Firmware” on page 80.

Importing Zero Client Image Files

To import an image file for your zero clients, please do the following:

NOTE

]

- For information about availability of a newer or up-to-date version of zero image file
(.zip format), please contact your dealer.

1. On System tab, click Deployment > Zero Image.

2. The Image list appears.

= Delete Image 57 Import Image
Name

Platform

Supported Languages Supported Models Semvice Port

NOTE

]

« If you never imported zero client image files into Atrust Device Manager, the Image
list will be empty as shown above.

3. Click Import Image on the top of the Image list.

4. The Import Image window appears.

Import Image [x]

Image File:
Type:

Version:

Platform:

LANG:

Madel:

Import Cancel

23
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5. Click Browse to locate the desired zero image file, and then click Open to confirm.

—=) NOTE
=
« Atrust Device Manager will automatically perform file check to ensure that the file is
a valid image file for zero clients and there is no duplicate in the Image list.

6. Click Import to start importing the selected image file.

Import Image [x]
Image File: b:\Users\Administrator\DocumenL‘
Type: azc
Version: 1.24-INTL
Platform: linux
LANG: ENUS:ZHCN;ZHTW
Maodel: t100LZ:t160LZ:t200L7:t210L7

Import Cancel

7. On completion, the imported image file appears as an entry in the Image list.

= Delete Image &7 Import Image

Platform Supported Languages Senvice Port

Atrust zero linux 1.24-intl  LINUX 1.24 ENUS;ZHCN;ZHTW t100LZ t160LZ 1200LZ t210LZ 10011

Supported Models

Deleting Zero Client Image Files
To delete a zero client image file, please do the following:

NOTE

)

- If the selected image file is currently used by your zero clients, deleting the image
file will make your zero clients unable to download their operating system from
Atrust Device Manager. Ensure that you have replaced the selected image file with a
new one for those zero clients before proceeding.

1. On System tab, click Deployment > Zero Image.
2. TheImage list appears in Management area.

3. Click to select the desired image file, and then click Delete Image on the top of the Image list.

NOTE

+ To delete more than one image file, Ctrl-click to select multiple files.

i)

4. The Delete Image window appears prompting you for confirmation.
5. Click Delete to confirm.

6. On completion, the selected image file is removed from the Image list.
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3.2.6 Managing WES Package Files

With WES (Windows Embedded Standard) package files, you can install applications or language packs remotely for
your WES-based thin clients. Before proceeding, you need to import package files of appropriate versions for Atrust
Device Manager.

NOTE

- For instructions on how to update your WES clients with package files remotely,
please refer to“3.4.23 Installing Software Packages” on page 81.

% :

Importing WES Package Files
To import a WES package file, please do the following:

NOTE

« For information about availability of a newer or up-to-date version of package file
(.zip format), please contact your dealer.

=

1. On System tab, click Deployment > WES Package.
2. The Package list appears.

)~ Scan Package = Delete Package 51Import Package

Version Size(MB) | Category Publisher | Req. Firmware | Req. SpaEes[_MEl}

NOTE

« If you never imported WES package files into Atrust Device Manager, the Package
list will be empty as shown above.

5/

3. Click Import Package on the top of the list.

4. The Import Package window appears.

Import Package [x]
Package File:
Package Mame:
Version:
Platform:
Description:
Model:
Size(MB):

Import Cancel

5. Click Browse to locate the desired package file, and then click Open to confirm.
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NOTE

i

« Atrust Device Manager will automatically perform file check to ensure that the file

is a valid package file for WES-based clients and there is no duplicate in the Package
list.

6. Click Import to start importing the desired package file.

Import Package [X]
Package File: C\Users\Administrator\Documents E:Browse_é
Package Name: Microsoft NET Framework 3.5 Service Pack 1 (x86)
Version: 14
Platform: wes
Description: Windows XP - Software Updates
Model: all
Size(MB): 413.82
Import Cancel

7. On completion, the imported package file appears in the Package list.

J2 Scan Package = Delete Package &7 Import Package

Size(MB)
Microsoft _MET Framework 3.5 Service Pack 1 (x86) 1.4 413.82

Category Publisher

Req. Firmware | Req. SpaEes{ME!}
Application Atrust 1 A1-INTL 708

Deleting WES Packages
To delete a WES package file, please do the following:

1. On System tab, click WES Package.
The Package list appears.
Click to select the desired package file, and then click Delete Package.

The Delete Package window appears prompting you for confirmation.

Click Delete to confirm.

o v ok w N

The selected package file is removed from the Package list.

Scanning WES Packages

The Scan Package feature helps you to discover the local or remote WES package files. There are two scenarios that
you need the help of this feature. The first scenario is that you choose to update clients with remote package files
rather than local imported ones. In this scenario, the local list of available packages in Atrust Device Manager may

be not in sync with the remote list of packages on another computer where you choose to get package files. The
Scan Package feature can synchronize your local list with the remote one.

NOTE

i

« For instructions on how to configure your Atrust Device Manager to use remote
package files on another computer for client management, please refer to section
“3.2.8 Configuring Remote Deployment Settings” on page 29.

Another scenario is when you copy the file set of an imported package file from the installation directory of another

Atrust Device Manager into the same installation directory of your Atrust Device Manager, this package file may not
appears as an entry in the Package list.
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NOTE

+ The default installation directory of Atrust Device Manager is C:\Program Files (x86)\
Atrust. The file set of an imported package file is placed in C:\Program Files (x86)\
Atrust\packages, under an uppermost dedicated folder.

i |

To synchronize entries in the Package list with the local or remote package files, please do the following:

1. On System tab, click Deployment > WES Package.
The Package list appears in Management area.

Click Scan Package on the top of the list.

H W

On completion, the package file is added as an entry in the Package list.

3.2.7 Managing Client Snapshots

A snapshot is the system backup of a client at a specific point of time, which you can use to restore your client to
that system state.

NOTE

« Atrust t-series zero clients (t100LZ/t160LZ/t200LZ/t210LZ) and Atrust t50L thin
client do not support this feature.

Wi

- Forinstructions on how to take a system snapshot for clients, please refer to section
“3.4.24 Taking Client Snapshots” on page 82.

Exporting Client Snapshots
To export a client snapshot, please do the following:

1. On System tab, click Deployment > Snapshot.

2. The Snapshot list appears in Management area.

JO Scan Snapshot = Delete Snapshot 51 Import Snapshot & Export Snapshot

Name Description Location Platform Version Model Disk Size
1.29-NTL t160L-000E66-110623d /001FD3000EGE-1/ Atrust Linux 1.29 t160L 512
1.29-NTL t160L-000EEE-110623a  /001FD8000ESE-1/ Atrust Linux 129 t160L 512
1.28-NTL t160L-000E66-110623e /001FD8000ERE-2/ Atrust Linux 1.29 t160L 512
1.29-NTL t160L-000E66-110624a /001FDB000EGE-3/ Atrust Linux 1.29 t160L 512
1.124NTL t200W-000AB2-110624c  /001FDE000AB2-1/ Windows Embedded Standard 112 t200W 2048
1.13HNTL t200W-00084E-110629a  /001FDB000B4E-1/ Windows Embedded Standard 113 t200W 1024
1.31HNTL t160L-000E66-110629a /001FDB000ERE-4/ Atrust Linux 1.31 t160L 512
1.31-NTL t160L-000ESE-110629a  /001FD&000ESE-2/ Atrust Linux 1.31 t160L 512

=) NOTE

7

+ The Snapshot list might be empty, if you never took or imported client snapshots.

3. Click to select the desired client snapshot, and then click Export Snapshot on the top of the list.

4. The Export Snapshot window appears prompting for confirmation.
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Export Snapshot IZ‘

Do you want to export this snapshot?

Export Cancel

. Click Export to confirm.

5
6.
7
8

A window appears prompting you to choose between opening or saving the exported file.

. Click to select Save File, and then click OK to confirm.

. Inthe opened window, choose the location to save the exported file, and then click Save to confirm.

Importing Client Snapshots
To import a client snapshot, please do the following:

A

NOTE

Bl

- Ensure that you have got the desired client snapshot (.zip format) which is taken
and exported from Atrust Device Manager on this or another computer.

. On System tab, click Deployment > Snapshot.

The Snapshot list appears.

Click Import Snapshot on the top of the Snapshot list.

The Import Snapshot window appears.

Click Browse to locate the desired client snapshot, and then click Open to confirm.

= NOTE
7
« Atrust Device Manager will automatically perform file check to ensure that the file is
a valid snapshot and there is no duplicate in the Snapshot list.

6. Click Import to start importing the desired snapshot.

7. On completion, the snapshot appears as an entry in the Snapshot list.

Deleting Client Snapshots
To delete a client snapshot, please do the following:

1.

Pl S

On System tab, click Deployment > Snapshot.
The Snapshot list appears.
Click to select the desired snapshot, and then click Delete Snapshot on the top of the list.

The Delete Snapshot window appears prompting for confirmation.

NOTE

(]

«+ To delete more than one snapshot, Ctrl-click to select multiple files.
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5. Click Delete to confirm.

6. The selected snapshot is removed from the Snapshot list.

Scanning Client Snapshots

The Scan Snapshot feature helps you to discover the local or remote client snapshots. There are two scenarios
that you need the help of this feature. The first scenario is that you choose to restore clients with remote snapshots
rather than local imported ones. In this scenario, the local list of available snapshots in Atrust Device Manager may
be not in sync with the remote list of snapshots on another computer where you choose to get snapshots.

The Scan Snapshot feature can synchronize your local list with the remote one.

NOTE

)

- For instructions on how to configure your Atrust Device Manager to use remote
snapshots on another computer for client management, please refer to section
“3.2.8 Configuring Remote Deployment Settings” on page 29.

Another scenario is when you copy a snapshot file set from the installation directory of another Atrust Device

Manager into the same installation directory of your Atrust Device Manager, this snapshot may not appears as an
entry in the Snapshot list.

NOTE

i)

« The default installation directory of Atrust Device Manager is C:\Program Files (x86)\
Atrust. All snapshots taken or imported through Atrust Device Manager are placed
in C:\Program Files (x86)\Atrust\snapshot, under an uppermost dedicated folder.

To synchronize entries in the Snapshot list with your local or remote snapshots, please do the following:

1. On System tab, click Deployment > Snapshot.
The Snapshot list appears in Management area.

Click Scan Snapshot on the top of the list.

Eal Sl

On completion, the snapshot is added as an entry in the Snapshot list.

3.2.8 Configuring Remote Deployment Settings

You can deploy, maintain, and upgrade your thin clients from a remote computer with Atrust Device Manager. All
required files (firmware, snapshot, or package files) can come from the same computer where your Atrust Device
Manager is installed, or another computer with the needed files.

Remote Deployment Configuration
Option

Required Actions Note
. import or create all required files on the same computer where
using local updates or snapshots the governing Atrust Device Manager is installed default

using remote updates or snapshots  configure settings to get all needed files from another computer

NOTE

(&l

« In Atrust Device Manager, the default is to use local updates or snapshots.

29
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Maintaining or Deploying Clients with Local Updates or Snapshots
To maintain or deploy clients with internal updates or snapshots, please do the following:

1. On System tab, click Deployment > Deploy Server.

2. The Deploy Settings pane appears in Management area.

L4 Atrust Device Manager [=x =R

Atrust ThinGlients | Scan | System | Logs | About Logout: Administrator

Setting Menu Deploy Settings
» Admin Account M
~ Deployment Firmware
Firmware Server Type Use Exteral Server -
Snapshot
Zero Image Firmware URL: +Jhitp:/192.168.11.114: ]
WES Package Username: fuser )

Depley server Password: foeees J

+ System Settings
» Backup and Restore save
b P2T Licenses

snapshot

H Server Type Use Exteral Server -
Snapshot URL: +Jhitp:/192.168.11.114: ]
Usemame: * user

Password: foeees J

save

~WES o N
Server Type: Use External Server -

WES Packages URL: fhtp://192.168.11.114: ]
Usemame: Juser i B

" Clear lessages | 0 Messages

3. Click the drop-down menu on each section (Firmware, Snapshot, and WES Packages) to select
Use Internal Server, and then click Save to apply.

Maintaining or Deploying Clients with Remote Updates or Snapshots
To maintain or deploy clients with external updates or snapshots, please do the following:

1. On System tab, Click Deployment > Deploy Server.
2. The Deploy Settings pane appears in Management area.

3. Click the drop-down menu on a section (Firmware, Snapshot, or WES Packages) to select Use External
Server, new fields appear for configuration.

Firmware

Server Type: Use External Server -
Firmware URL: *‘|hﬂp',’j’YourServerIP'1DO&D,’ﬁrmware |
Usemame: *{ I
Passwaord: ’[ ]

Snapshot

Server Type: Use External Server -
Snapshot URL: *ihtlp.f.’YuurServerIPJDU&Ofsnapshot |
Username: * :

Password: o ]
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- WES Packag
Server Type: Use External Server -
WES Packages URL: +|ntip:/YourServerlP:10080/packages ]
Username: o ]
Password: o ]

4. In Firmware URL field, replace YourServerlP in the original URL with the IP address of another computer
where you want to get updates and snapshots, type in the default credentials with user as the username and
secret as the password, and then click Save to apply.

Firmware

Server Type: Use External Server -
Firmware URL: *{hnp /§192.168.11.114:10080/firmware ]
Username: Afuser ]
Password: x{uuu ]

Snapshot

Server Type: Use External Server -
Snapshot URL: *{hﬂp /1192.168.11.114:10080/snapshot ]
Username: * user

Password: onsnen ]

-~ WES Packag
Server Type: Use External Server -
WES Packages URL: *{hﬂp /{192.168.11.114:10080/packages ]
Username: fuser ]
Password: x{nnn ]

3.2.9 Selecting the Service IP of Atrust Device Manager

To select the service IP address of your Atrust Device Manager, please do the following:

1. On System tab, click System Settings > General Settings.
2. Click the drop-down list of available service IP addresses to select the desired IP address.

3. Click Save to apply.

=) NOTE

« It's strongly recommended to use a fixed IP address as the service IP of Atrust Device
Manager. The change of the service IP may make all the managed clients become
unmanageable. In case that the IP address of the computer where Atrust Device
Manager is installed is changed, ensure that you make the Service IP setting here
consistent with the new IP address.

w
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3.2.10 Configuring the Database Source of Atrust Device Manager

By default, the management database of Atrust Device Manager is stored on the computer where Atrust Device
Manager is installed. The corresponding management scenario is that you manage all your clients by accessing
the same computer. Atrust Device Manager also offers the option that you can put the management database on
a different computer/server. Then, with Atrust Device Manager, you can manage clients anywhere (on any Atrust
Device Manager compatible computer) by accessing the external and centralized management database.

Using Local Management Database
To use the local management database, please do the following:

1. On System tab, click System Settings > External Database.
2. The External Database pane appears in Management area.

3. Click the drop-down menu to select No.

- Database

Use External Database: No -

Using External Management Database
To use the external and centralized management database, please do the following:

1. On System tab, click System Settings > External Database.
2. The External Database pane appears in Management area.

3. In Database section, click the drop-down menu to select Yes.
4

. New sections with new fields appears for configuration.

- Datal

Use External Database: Yes P
- Settings

Database Type: PostgreSQL -

Server Address: ’[ ]

Paort Number: {5432 |

DB Mame: ’[ ]

- Authorization

Username: ’[ ]

Password: ”[ ]

Check Database

NOTE

« Four database management systems are supported: PostgreSQL, MySQL, MsSQL
(Microsoft SQL Server), and Oracle (Oracle Database).

i |

+ Ensure that you have set up the desired database management system.
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5. In Settings section, click the drop-down menu to select the type of your database management system, type
the IP address of the database server, the port number, and the name of the database.

6. In Authorization section, type the username and password for access of database.

7. Click Check Database to connect to the remote and centralized database.

3.2.11 Selecting the Interface Language of Atrust Device Manager

To select the interface language of your Atrust Device Manager, please do the following:

1. On System tab, click System Settings > Language.

2. The System Language pane appears in Management area.

3. Click the drop-down list of available languages to select the desired interface language.
4

. Click Save to apply.

3.2.12 Backing Up the Management Database

To back up the management database of Atrust Device Manager, please do the following:

1. On System tab, click Backup and Restore.

2. In Database Backup section, type the desired file name prefix.

- DN

Directory: [C:legram Files (x86)\Atrust\dbarchivel J

Append File Name with: {ADM ]

Backup

TIP
S
+ The backup file is stored in the default directory as shown in Directory field. If you
want to change the name of a backup file, locate the file and change its name.

3. Click Backup to store a copy of management database.

4. On completion, the backup file appears at the top of the drop-down menu of database archive in Database
Archive Management section.

D

Directory: [C:legram Files (x86)\Atrust\dbarchivel J
Appand File Name with: {aDM ]
Backup
- D Archive Mar it

Select an Archive File: ADM_2011-5-31.zip -

Download Upload Delete Restore
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3.2.13 Managing Database Archive Files

Downloading a Database Archive File
To download a database archive file, please do the following:

1. On System tab, click Backup and Restore.

2. In Database Archive Management section, click the drop-down menu to select the desired database archive
file, and then click Download.

- Database Archive Management

Select an Archive File: ADM_2011-5-31.zip e

Download Upload Delete Restore

3. Click to check Save File, and then click OK to confirm.

Opening ADM_2011-6-29.zip (=234
You have chosen to open
1, ADM_2011-6-29.zip

which is a: Compressed (zipped) Folder
from: https://localhost:10443

What sheuld Prism do with this file?

) Openwith | Windows Explorer (default) -

(@ : Save File

Do this automatically for files like this from now on.

[ ok || Cancel |

4. Inthe opened window, navigate to the desired location, and then click Save to store the file.

Uploading a Database Archive File
To upload a database archive file, please do the following:

1. On System tab, click Backup and Restore.

2. In Database Archive Management section, click Upload to open the File Upload window.
3. Locate the desired database archive file, and then click OK to confirm.
4

. Thefile is added to the Archive File list.

Deleting a Database Archive File
To delete a database archive file, please do the following:

1. On System tab, click Backup and Restore.

2. In Database Archive Management section, click the drop-down menu to select the desired archive file.

3. Click Delete to remove the selected archive file.
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3.2.14 Restoring a Management Database
To restore a database archive file, please do the following:

1. On System tab, click Backup and Restore.

2. In Database Archive Management section, click the drop-down menu to select the desired archive file.

i Database Archive Management

Select an Archive File: ADM_2011-5-31.zip

Download Upload Delete Restore

3. Click Restore to return the management database of Atrust Device Manager to the desired state.

3.2.15 Managing Client Certificate Authority Files

With Certificate Authority files for clients, your Atrust Device Manager are authorized to manage clients remotely.
Your client is not managed by any Atrust Device Manager by factory default. To manage a client, you need to add it

into a managed group under the governing Atrust Device Manager. Once this is done, the governing Atrust Device
Manager obtains a Certificate Authority file to be able to manage that client.

=)) NOTE
7
+ Detailed instructions on how to add a client into a managed group under your

Atrust Device Manager will be introduced in section “3.3.3 Client Detection and
Management” on page 39.

You can back up Certificate Authority files using the Export Certificate feature and restore them using the Import
Certificate feature.

Exporting Certificate Authority Files
To export Certificate Authority files for managed clients, please do the following:

1. On System tab, click Backup and Restore.

2. In Certificate Authority Management section, click Export Certificate.

- Certificate Authority Management

Certificate Authority Management:

Export Certificate Import Certificate
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3. Inthe opened window, click to check Save File, and then click OK to confirm.

Opening cert.pem @
You have chosen to open
|| cert.pem

which is a: PEM file
from: https://localhost:10443

What should Prism do with this file?

@ Save File

Do this automatically for files like this from now on.

ok ] [ coma |

4. In the opened window, navigate to the desired directory, and then click Save to export the Certificate
Authority files for managed clients.

Importing Certificate Authority Files
To import Certificate Authority files for managed clients, please do the following:

1. On System tab, click Backup and Restore.
2. In Certificate Authority Management section, click Import Certificate.

3. Inthe opened window, locate the desired Certificate Authority files, and then click Open to import Certificate
Authority files.

4. The Import Certificate window appears to notify you that relaunching Atrust Device Manager is needed.

Import Certificate [x]

You might need to close ADM and restart it

5. Click OK to confirm.

3.2.16 Managing P2T License Files

Atrust P2T Converter is also one of applications developed by Atrust that enables you to easily convert an existing
personal computer into an Atrust thin client. The personal computer then runs as an Atrust Linux based client and is
manageable by Atrust Device Manager. This software can help you extend the service life of existing computers and
reduce the cost of IT transformation.

TIP

« P2T Converter is the abbreviation of PC to TC Converter. Here TC is the acronym for
Thin Client.

<\/

To convert an existing computer into an Atrust thin client, you need to install P2T Converter on that computer. For
detailed instructions, please refer to the Installation Guide for P2T Converter.
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NOTE

« From now on, we will refer to the computer which P2T Converter has been installed
on it as a P2T client for short.

% :

To get your P2T client ready for use, you need to add your P2T client into a managed group under Atrust Device
Manager and obtain a P2T license from Atrust Device Manger.

NOTE

« For instructions on how to add your P2T client into a managed group under Atrust
Device Manager, please refer to section “3.3.3 Client Detection and Management”
on page 39.

i)

You need to import the license file(s) into Atrust Device Manager, preparing licenses for your P2T clients. The
number of licenses determines how many P2T clients you could have.

To import P2T license files into Atrust Device Manager for your P2T clients, please do the following:

1. On System tab, click P2T Licenses.

2. InImport P2T License section, click Import.

----- Import P2T License

Select a license file:
Import

----- Available P2T Licenses

Mo available license

3. Inthe opened window, locate the desired P2T license file, and then click Open.

NOTE

- The file name extension of a license file is .lis.

(1]

4. The license file is imported and available number of P2T licenses is shown in Available P2T Licenses section.

----- Import P2T License

Select a license file:
Import

----- Available P2T Licenses

Serial Number | Authorization Count

49852697 5 devices

A Total of 5 Authorization Count, has taken up 0 devices, left 5 authorization count.

5. Repeat steps 2 through 4 to import other license files.

37
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3.3 Adding Clients into a Managed Group

3.3.1 ScanTab Overview

Scan tab enables you to discover unmanaged clients over your local network. To access the functionality of Scan
tab, click the tab on Atrust Device Manager.

Scan Tab Overview

4 Atrust Device Manager [E=8 Hom =)
Atrust ThinClients | Scan | System | Logs | About Logout: Administrator
Scan Types + Add # Edit = Delete | O Scan

@ Scan by List of IP Ranges Name From To

O Scan Local Network 9
@ Scan by IP Range

£ 44 pPagell_Jof1t b & Noitems

- Clear hessages | 0 Messages 4

Interface Elements

No. Name Description
1 Navigation Area Click to check the desired client detection method.
2 Management Area Manage IP Range lists or discovered clients.

3.3.2 Available Tasks at a Glance

No. Available Task Section Page
1 discovering clients in the whole range of a local network 3.3.4 40
2 discovering clients in a specified range of IP addresses 3.3.5 41

3.3.6 42

3 discovering clients using predefined IP range lists 337 43
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3.3.3 Client Detection and Management

Your client is not managed by any Atrust Device Manager by factory default. To manage your clients with Atrust
Device Manager, you need to first detect unmanaged clients over your local network, and then add them into a
managed group under your Atrust Device Manager.

To look for a thin client over your local network, you can use different client detection methods provided on Scan
tab. To look for a zero client, just connect it to your local network and then turn it on. Your Atrust Device Manager
can automatically detect any zero client, including both the managed (by another computer) and unmanaged,

when the zero client is connected to your local network and is turned on.

=)) NOTE
7

for its operation.

« A zero client is an endpoint device without any operating system pre-installed.
It can only obtain its operating system when it's managed by the Atrust Device
Manager software. A managed zero client downloads its operating system from its
governing Atrust Device Manager when it is turned on over the network. Both the
network connectivity and the governing Atrust Device Manager are prerequisites

The following table shows prerequisites and methods for detecting clients over your local network:

Type Model Prerequisites Method Section
tio0L, t1o0wW
. . t160L, t160W e clients are connected to the local network Manual 3.3.4
Thin Client = t200L/LQ, t200W/WQ . Scan BRCHS
t210L, t210W e clients are pOWered up 3.3.6
t50L
e before clients are powered up, the Atrust
Device Manager used to manage zero
clients is installed and the computer where
the Atrust Device Manager is installed is
connected to your local network
t100LZ e the zero image file(s) as the operating ;
. Automatic
Zero Client t160LZ system of zero clients is imported into Detection 3.4.3
t200LZ Atrust Device Manager and ready for
download
e clients are connected to the local network
e clients are powered up
NOTE

il

on page 45.

« If the computer where an Atrust Device Manager is installed connects to a local
network, then the Atrust Device Manager is connected to the local network.

- After adding clients into a managed group under your Atrust Device Manager,
you can start remote management of clients. For detailed instructions on how to
manage your clients remotely, please refer to section“3.4 Managing All Your Clients”

Page

40
41
42

47
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3.3.4 Discovering Clients in the Whole Range of a Local Network

To discover unmanaged clients in the whole range of a local network and add the desired client(s) into a managed
group under your Atrust Device Manager, please do the following:

1. On Scan tab, click to check Scan Local Network.

© Scan by List of IP Ranges

@ Scan Local Metwork

© Scan by IP Range

Start Scan

2. Click Start Scan.

3. On completion, the discovered clients are listed in Management area.

Scan Types + Putin group {ARMLinux ; = | & Unselect All g Select All

@ Scan by List of IP Ranges Mac Address Firmware
@ Scan Local Netwark atrust-000322 192 168 11127 00-1F-D8&:00-03:22 WES 1 02-INTL

© Scan by IP Range atrust-0008BA 192.168.11.72 00:1F:D8:00:08:BA WES 1.03-INTL
atrust-001C64 192.168.11.101 00:1F:D8:00:1C:64 Atrust Linux 1.30-INTL
atrust-001FAQD 192.168.11.71 00:1F:D8:00:1F:-AD Atrust Linux 1.31-INTL

Start Scan

4. Select the desired client(s), the preferred client group from the drop-down menu on the top of the Client list,
and then click Put in group.

=) NOTE
=
+ The default client group is Ungrouped. You can change the group of a client at a
later time. To create new client groups, please refer to section “3.4.4 Creating Client

Groups”on page 48.

+ To select multiple clients, just click to select each individual client. You can also use
Select All and Unselect All on the top of the Client list to select/unselect clients.

5. On completion, the client(s) is managed by your Atrust Device Manager.

NOTE

» Whichever group you add a client to (including Ungrouped), once Put in group is
executed successfully, the client will be managed by your Atrust Device Manager.

= ‘




Using Atrust Device Manager
Adding Clients into a Managed Group

3.3.5 Discovering Clients in a Specified Range of IP addresses

To discover unmanaged clients in a specified range of IP addresses and add the desired client(s) into a managed
group under your Atrust Device Manager, please do the following:

1. On Scan tab, click to check Scan by IP Ranges.
2. The IP range fields appear.

@ Scan by List of IP Ranges
© Scan Local Network

@ Scan by IP Range

From IP:

To IP:

Start Scan

3. Typein the desired IP range, and then click Start Scan.

4. On completion, the discovered clients are listed in Management area.

Scan Types

@ Scan by List of IP Ranges

#+ Putin group ARMLinux ~ o Unselect All ¢ Select All

Mac Address Firmware

@ Scan Local Network atrust-0008BA 192.168.11.72 00:1F:D8:00:08:BA  t160W WES 1.03-INTL
@ Scan by IP Range atrust-001C64. 192.168.11.101 00:1F:D8:00:1C:64  t50 Atrust Linux 1.30-INTL
Erom IP: atrust-001FAQ 192.168.11.71 00:1F:D8:00:1F-A0  t50 Atrust Linux 1.31-INTL

oiF:

Start Scan

5. Select the desired client(s), the preferred client group from the drop-down menu on the top of the Client list,
and then click Put in group.

NOTE

« The default client group is Ungrouped. You can change the group of a client at a
later time. To create new client groups, please refer to section “3.4.4 Creating Client
Groups” on page 48.

% :

+ To select multiple clients, just click to select each individual client. You can also use
Select All and Unselect All on the top of the Client list to select/unselect clients.

6. On completion, the client(s) is managed by your Atrust Device Manager.

=)) NOTE
=

+ Whichever group you add a client to (including Ungrouped), once Put in group is
executed successfully, the client will be managed by your Atrust Device Manager.
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3.3.6 Creating and Managing an IP Range List

You can define different IP ranges for your local network, and then discover unmanaged clients within a specific
range of IP addresses when needed.

Creating an IP Range List
To create an IP Range list, please do the following:

1. On Scan tab, click to check Scan by List of IP Ranges.
2. Click Add on the top of the IP Range list.

Scan Types + Add . Edit = Delete | O Scan

@ Scan by List of IP Ranges
@ Scan Local Network

@ Scan by IP Range

3. The Add window appears.

4. Type in the name for this entry of IP range, and specify the desired IP range using From and To fields.

Add [x]
Mame: %lstﬂoor
To fise) i1 ).
Save Cancel

5. Click Save to add this range entry.
6. Repeat steps 2 through 5 to add other range entries to your IP Range list.

Scan Types + Add /' Edit = Delete | O Scan

® Scan by List of IP Ranges Name To
© Scan Local Metwork 1st floor 192 168.11.254

© Scan by IP Range 2nd floor 192.168.12.1 192.168.12.254
3rd floor 192.168.131 192.168.13.254

Managing the IP Range List
To manage your IP Range list, please do the following:

1. On Scan tab, click to check Scan by List of IP Ranges.
2. The IP Range list appears in Management area.

3. Click Add, Edit, or Delete to make changes to your IP Range list.
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3.3.7 Discovering Clients using a Predefined IP Range List

To discover unmanaged clients using a predefined IP Range list and add the desired client(s) into a managed group
under Atrust Device Manager, please do the following:

%J’ NOTE

« If you haven't create any IP Range list, please refer to “3.3.6 Creating and Managing
an IP Range List” on page 42 for instructions.

1. On Scan tab, click to check Scan by List of IP Ranges.
2. The IP Range list appears.

3. Click to select the desired IP range, and then click Scan to look for unmanaged clients within the range.

Scan Types + Add ./ Edit = Delete | O Scan

® Scan by List of IP Ranges Name From To
© Scan Local Metwork 1st floor 192.168.11.1 192.168.11.254

@ Scan by IP Range 2nd floor 192.168.12.1 192.168.12.254
3rd floor 192.168.13.1 192.168.13.254

4. While searching for thin clients, the selected IP range is shown on the right.

Scan Types —_— —

Mac Address

Madel Firmware

© Scan by List of IP Ranges Name
© Scan Local Network
@ Scan by IP Range

From IP:

To IP:
I Start Scan |

Searching Thin Clients...

5. On completion, the discovered clients are listed in Management area.

Scan Types —_—— .

Mac Address
00:1F:D8:00:08:BA

Firmware

WES 1.03-INTL

© Scan by List of IP Ranges

@ Scan Local Network atrust-0008BA 192.168.11.72 t160W

@ Scan by IP Range atrust-001C64 192.168.11.101 00:1F:D&:00-1C:64  t50 Atrust Linusx 1.30-INTL
From IP- atrust-001FAD 192.168.11.71 00:1F:D&:00:1F:AD 50 Atrust Linux 1.31-NTL

Ta IP:

I Start Scan
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6. Select the desired client(s), the preferred client group from the drop-down menu on the top of the client list,
and then click Put in group.

=) NOTE

al

« The default client group is Ungrouped. You can change the group of a client at a
later time. To create new client groups, please refer to section “3.4.4 Creating Client
Groups”on page 48.

- To select multiple clients, just click to select each individual client. You can also use
Select All and Unselect All above the Client list to select/unselect clients.

7. On completion, the client(s) is managed by your Atrust Device Manager.

NOTE

i)

« Whichever group you add a client to (including Ungrouped), once Put in group is
executed successfully, the client will be managed by your Atrust Device Manager.
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3.4 Managing All Your Clients

3.4.1

Thin Clients Tab Overview

Thin Clients tab helps you to manage all your clients. To access the functionality of Thin Clients tab, click the tab on
Atrust Device Manager.

Thin Clients Tab Overview

Ll Atrust Device Manager | =n EeR ===
Atrust ThinClients | Scan | System | Logs | About Logout: Administrator
+ Putingroup: ARMLinux ~ With Firmware: ATRUST ZEROLINUX1.27-INTL ~ | = Remove: | & Unselect All s Select All

, & Profies Name Mac Address Discover Time
» & Thin Clients AZC-0002CT 00:1F-D8:00:02:C7 | 2011-06-01 08:40:21
» Wl Filters AZC-0002D5 00:1F:D8:00:02:D5  2011-06-01 09:07:46
~ i Unmanaged Zero Clients AZC-0002E3 00:1F-D8:00:02:E3 | 2011-06-01 09:16:17
AZC-0002F4 00:1F-D8:00:02.F4  2011-05-31 18:56:22
AZC-000326 00:1F:D8:00:03:26 | 2011-06-02 09:12:52
AZC-00032A 00:1F-D8:00:03:2A  2011-06-01 09:50:05
AZC-000560 00:1F-D8:00:05:60 | 2011-06-01 09:08:06
AZC-000565 00:1F-D8:00:05:65  2011-06-01 09:04:36
AZC-000580 00:1F:D8:00:05:80 | 2011-06-01 09:03:59
AZC-00059A 00:1F:D8:00:05:9A  2011-06-01 09:17:23
H AZC-0005A4 00:1F-D8:00:05:A4 | 2011-06-01 08:22:08
AZC-0005CA 00:1F:D8:00:05:CA  2011-06-01 08:29:47
T - o PERRE R | PageDnH b Ik 4% Displaying 1to 12 of 12 items

Interface Elements

No. Name Description
1 Navigation Area Click to access the desired management item.
5 Management Area Select to perform desired tasks, configure desired settings, or view related

information available under a selected item.
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3.4.2 Available Tasks at a Glance

No.

Available Task
getting your zero client ready for use
creating client groups
managing client groups

managing clients in a group

creating setting profile groups

managing setting profile groups

creating client setting profiles

managing client setting profiles

using individualized client settings

using hybrid client settings

pushing settings to clients through your local network
pulling settings from clients through your local network
editing or viewing basic information about a client
rebooting clients through your local network

shutting down clients through your local network
waking clients through your local network

updating client firmware

installing software packages

taking client snapshots

restoring client snapshots

assisting a client user remotely

monitoring a client remotely

controlling a client remotely

digging out profiles or managed clients with Quick Search
digging out managed clients with filters

managing your client filters

Section
3.4.3
3.4.4
3.4.5

3.4.6
3.4.7

3.4.10
3.4.11
3.4.12
3.4.13
3.4.14
3.4.15
3.4.16
3.4.17
3.4.18
3.4.19
3.4.20
3.4.21
3.4.22
3.4.23
3.4.24
3.4.25
3.4.26
3.4.26
3.4.26
3.4.27
3.4.28
3.4.29

Page
47
48
49

50
51

53
54
55
58
61
63
64
67
70
71
73
77
80
81
82
84
84
84
84
87
87
89
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3.4.3 Getting Your Zero Client Ready for Use

To get your zero client ready for use, please do the following:

NOTE

W)

« For more information on client types and management, including both zero and

thin clients, please refer to section “3.3.3 Client Detection and Management”on
page 39.

1. Ensure that you have turned off Windows Firewall of your computer where the Atrust Device Manager

software is installed.

To turn off Windows Firewall of your computer, please do the following:

1) Click Start > Control Panel > System and Security > Windows Firewall >
Turn Windows Firewall on or off.

2) Click to check Turn off Windows Firewall for your computer, and then click OK to apply.

% NOTE
— + The type of network (public or private) for your computer may vary, depending on

the network settings of your computer. Select the correct type of network to turn
off its Windows Firewall.

- If you don't turn off Windows Firewall for your computer, Atrust Device Manager will
fail to manage zero clients.

2. On Thin Clients tab, click Unmanaged Zero Clients.

3. The Zero Client list appears in Management area.

=)) NOTE

al

+ As of when your Atrust Device Manager was installed and connected to your local
network, all zero clients which were ever connected to the local network and turned
on will be recorded and shown in this Zero Client list. Some of them might have

already been managed by another instance of Atrust Device Manager on another
computer.

4. Connect your zero client to your local network, and then turn it on.

5. Your Atrust Device Manager will detect this newly added device over the network and add it to the Zero
Client list.

6. Use the MAC address of your zero client to identify it on the list.

NOTE

(alll |

« The MAC address is a unique identifier assigned to a network interface. Since your
zero client is equipped with a LAN port, the unique MAC address of this network

interface can be used to identify your zero client. You can find this information on a
label attached to your product.
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7. Click to select your zero client, select the desired client group and firmware version from the drop-down
menus, and then click Put in group.

NOTE

(wlll |

- Ensure that you have already imported zero image files into your Atrust Device
Manager. Zero clients don't pre-install any operating system and only download
their operating system from the governing Atrust Device Manager when is
started up. While adding a zero client into a managed group under your Atrust
Device Manager, you need to provide and specify which image file to be used for
producing the operating system. Otherwise, an error message appears prompting
you to provide and specify a firmware file (zero image file).

- To import zero image files into your Atrust Device Manager, please refer to“3.2.5
Managing Zero Client Image Files” on page 23.

+ The default client group is Ungrouped. You can change the group of a zero client
at a later time. To create new client groups, please refer to “3.4.4 Creating Client
Groups”on page 48.

« To select multiple clients, just click to select each individual client. You can also use
Select All and Unselect All above the Zero Client list to select/unselect clients.

8. On completion, the zero client is managed by your Atrust Device Manager.

NOTE

i)

« Whichever group you add a client to (including Ungrouped), once Put in group is
executed successfully, the client will be managed by your Atrust Device Manager.

3.4.4 Creating Client Groups

You can create a client group for putting a set of clients together for ease of management.

NOTE

i)

« The default client group is Ungrouped. You can change a client’s group if needed.

To create a client group, please do the following:

1. On Thin Clients tab, click Thin Clients in Navigation area.

2. Click Add Group on the top of the Management area.

goAdd Group §aView Group EJRename = Delete [ECommand

» Il Profiles

» & Thin Clients
. Ungrouped 0 Thin clients Exist
~ W Filters Group of Thin Clients

~ i Unmanaged Zero Clients
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3. The Add Thin Client Group window appears prompting you for the name of the group.

Add Thin Client Group  [X|
Name:

oK Cancel

4. Type in the desired name, and then click OK to confirm.

5. The newly created group then appears in the Client Group list.

goAdd Group H8View Group EJRename = Delete Z¥Command

+ Il Profiles
~ il Thin Clients
B Ungrouped

Ungrouped 0 Thin clients Exist
Group of Thin Clients

i Zero
» I Fltes Zero (0 Thin clients Exist.
~ [ Unmanaged Zero Clients Group of Thin Clients

3.4.5 Managing Client Groups

Renaming a Client Group
To rename a client group, please do the following:

1. On Thin Clients tab, click Thin Clients in Navigation area.

2. Inthe Client Group list, click to select the desired client group, and then click Rename on the top of the Client
Group list.

3. The Rename window appears prompting your for the new name of the selected client group.

4. Type in the new name for the group, and then click OK to confirm.

Deleting a Client Group
To delete a client group, please do the following:

1. On Thin Clients tab, click Thin Clients in Navigation area.

2. Inthe Client Group list, click to select the desired client group, and then click Delete on the top of the Client
Group list.

3. The Delete window appears prompting for confirmation.

Delete

Do you want to DELETE Zero’ in Thinclient
Groups

[ Delete All Subitems?

« To keep all clients in this group, leave Delete All Subitems unchecked, and then click Yes to confirm. All
clients in this group will be moved to Ungrouped (the system default).

- To delete all clients in this group as well, click to check Delete All Subitems, and then click Yes to
confirm. All clients in this group will be removed from your Atrust Device Manger.
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3’/ NOTE

+ Removing a client from your Atrust Device Manager will release the client from the
management of Atrust Device Manager. If the removed is a zero client then that
client will become unbootable due to the lack of an opearating system downloaded
from and provided by the governing Atrust Device Manager while starting up the
zero client.

4. The client group is deleted.

3.4.6 Moving Clients to Another Group

To move a client to another group, please do the following:

1. On Thin Clients tab, click Thin Clients to expand the Client Group tree, and then click the client group to
which the desired client belongs.

2. Click to select the desired client, and then click Command on the top of the Client list to open the Command
menu.

= Delete ' Edit 45} Edit Configuration | [ Command | g Select All {'s Unselect All
PAdiess |

SLYRILRERER| o) Pull Settings(TC->ADM)
& Push Settings(ADM—=TC)

Name Firmware Comment

« | t160L-000E66

H 1160L-000EBE

Atrust Linux 1.27-INTL

ST (S I

192.168.11.119

[ Shadow

¥ Take Snapshot
[Install Snapshot
[ Update Firmware
[ Partial Update

(4 Reboot
) Shutdown
(@ Wake On LAN

%J‘ NOTE

« To select more than one client, Ctrl-click or use Sellect All to select multiple clients.

3. Click Move to open the Move window.

Move Iz‘

~ [l Thin Clients
B ARM Linux
B Linux
1z
B Ungrouped
B WES
& Zero

‘ OK H Cancel

4. Click to select the desired group, and then click OK to confirm.



Using Atrust Device Manager
Managing All Your Clients

3.4.7 Deleting Clients from a Group

To delete a client from a group, please do the following:

1. On Thin Clients tab, click Thin Clients to expand the Client Group tree, and then the client group to which
the desired client belongs.

2. Click to select the desired client, and then click Delete on the top of the Client list.

NOTE

I

« To select more than one client, Ctrl-click or use Sellect All to select multiple clients.

3. A message appears prompting for confirmation.
4. Click OK to confirm.

NOTE

)

« Removing a client from your Atrust Device Manager will release the client from
the management of Atrust Device Manager. If the removed is a zero client then
that client will become unbootable due to the lack of an opearating system

downloadable from and provided by the governing Atrust Device Manager while
booting up the zero client.

3.4.8 Understanding Client Status Icons

In the client list of a client group, a client status icon is placed in front of each client to indicate the current state of
the client.

= Delete . Edit 45 Edit Configuration | ik Command | ¢ Select All s Unselect Al

IP Address Mac Address Firmware
t200W-00084E 192.168.11.117  00:1F:D8:00:08:4E  t200W = WES 1.13-INTL
t200W-000AB2 192 168.11.109  00:-1F-DB:00:0A B2  t200W  WES 1.13-INTL

t210W-001BFE

LAINEIE =]

192.168.11.139  00:1F:D8:00:1B:FE  t210W  WES 1.13-INTL

The status icon changes according to different states of a client. Five types of icons are available:

Understanding Client Status Icons

State Icon Description
Online [ L] ||| Z| Indicates that a client is turned on at the moment.
Offline E Eﬂl@ % Indicates that a client is turned off at the moment.

Reboot needed Indicates that you need to reboot a client for

o configuration changes to take effect.
. Indicates that a client configuration change has been
modified =, | made on Atrust Device Manager and you need to push
the change to the corresponding client.
pushed D Indicates that Atrust Device Manager has pushed a

configuration change to a client.
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NOTE

(alll |

« Theicon made up of a little display with a letter L, W, or Z on its screen indicates that
the client is a Linux-based, WES-based (Windows Embedded Standard) thin client,
or a Zero client.

- Atooltip pops up as shown below if you hover your mouse pointer over an icon.

o t160L-000E66

Restart needed

3.4.9 C(lient Settings

The desktop virtualization solution is available in various forms: user state virtualization, application virtualization,
session based virtualization, virtual machine based virtualization, or even a hybrid approach. Atrust t-series clients

can meet a wide range of forms and needs. But to get your client ready for use, you need to configure client settings
to meet the needs in your desktop virtualization plan.

NOTE

Wi

« The available settings may vary, depending on different client models. For
detailed information on available settings of different product models,
please refer to chapter 4 “Configuring Client Settings” on page 97.

Remote and Local Management of Client Settings

You can configure your client settings locally or remotely. With Atrust Device Manager, you can configure client

settings remotely through your local network. With Atrust Client Setup, client settings can be configured locally on a
specific client.

NOTE

)

« The Atrust Client Setup software is a built-in application for all Atrust t-series client
products. This application allows you to configure client settings locally on clients.

Some client settings are only available locally on clients. You can configure those settings locally through the Atrust

Client Setup software. For a detailed list of client settings that are only locally available, please refer to section “4.2
Client Settings at a Glance” on page 97.

Group Configuration and Individual Configuration

Atrust Device Manager enables you to apply a group configuration (profile), an individual configuration, or a

hybrid of both to a client to set up its operating environment. With Atrust Client Setup, you can also make a desired
individual configuration for a client.

NOTE

[l

- A group configuration (profile) is a set of client settings shared by a set of clients.
+ Anindividual configuration is a set of client settings applied only to a single client.

A hybrid configuration is a mix of both group and individual configuration.
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Client Configuration

Individual Configuration
applied to a client through ADM or ACS

Local Configuration
applied to a client through ACS

nager
Clients

Group Configuration (Profile)
applied to a client through ADM

{ ACS: Atrust Client Setup

ADM: Atrust Device Manager J

Method Configuration Type Software Section Page
local configuration Atrust Client Setup (ACS) e =
4.5 104
Local 45 99
individual configuration Atrust Client Setup (ACS) '
4.5 104
group configuration Atrust Device Manager (ADM) 3.4.12 55
Remote
individual configuration Atrust Device Manager (ADM) 3.4.14 61

Please refer to related sections as shown above for detailed instructions on client configuration.

Locking the Setting Values

Atrust Device Manager also allows you to lock a setting value. When a setting value is locked, the gray lock .__ icon
1 ) lockicon. You are not allowed to lock a

of the setting value will become the secured blue ( |, ) or orange (
setting value with Atrust Client Setup when you manage client settings locally on a client.

Abluelock [ icon indicates that the current value of the corresponding setting item comes from a group

configuration. A orange lock i icon then indicates that the value or data comes from an individual configuration.

3.4.10 Creating Setting Profile Groups

A setting profile (group configuration) is a set of client settings shared by a set of clients. Through a setting profile

(group configuration), you can configure client settings in groups.

A setting profile group is a set of profiles grouped together for ease of management.

NOTE

ll |

- To create a setting profile, first you need to select or create the profile group to
which the new profile belongs. You can use the system default (Ungrouped), and
then change the group of the profile at a later time if necessary.
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To create a setting profile group, please do the following:

1. On Thin Clients tab, click Profiles.
2. The Profile Group list appears.

Ed/Add Group 4G View Group [ECRename = Delete

~ [ Profiles
i Ungrouped
+ Bl Thin Clients
» Bl Filters
» B Unmanaged Zero Clients

Ungrouped 0 Profiles Exist.
Group of Profile Settings

%J’ NOTE

» Ungrouped is the system default group.

3. Click Add Group on the top of the Profile Group list.
4. The Add Profile Group window appears prompting for the name of the profile group.
5. Type in the desired name for the profile group, and then click OK to confirm.

Add Profile Group [x]

Name: Mew Profile Group

OK || Cancel

6. The newly created profile group appears in the Profile Group list now.

EgAdd Group HdView Group EZRename = Delete

+ [ Profiles
i Linux
i Ungrouped
+ Bl Thin Clients

Linux 0 Profiles Exist.
Group of Profile Settings

» I Filters Ungrouped 0 Profiles Exist.
+ [l Unmanaged Zero Clients Group of Profile Settings

3.4.11 Managing Setting Profile Groups

Renaming a Setting Profile Group
To rename a setting profile group, please do the following:
1. On Thin Clients tab, click Profiles.
2. Inthe Profile Group list, click to select the desired profile group, and then click Rename on the top of the list.

3. The Rename window appears prompting for the new name.



Using Atrust Device Manager
Managing All Your Clients

Rename [x]

4. Type in the new name for the profile group, and then click OK to confirm.
Deleting a Setting Profile Group
To delete a setting profile group, please do the following:
1.
2.

On Thin Clients tab, click Profiles.

In the Profile Group list, click to select the desired profile group, and then click Delete on the top of the list.
3. The Delete window appears prompting for confirmation.

Delete
Do you want to DELETE Tmg' in Profile Groups

[[ Delete All Subitems?

« To keep all setting profiles in this group, leave Delete All Subitems unchecked, and then click Yes to
confirm. All setting profiles in this group will be moved to Ungrouped (the system default).

« To delete all setting profiles in this group as well, click to check Delete All Subitems, and then click Yes
to confirm. All setting profiles in this group will be removed.

NOTE

i

A setting profile is a set fo client settings shared by a set of clients. Deleting a setting
profile will change client settings of the corresponding clients.

3.4.12 Creating Client Setting Profiles

A setting profile (group configuration) is a set of client settings shared by a group of clients. Through a setting
profile, you can remotely configure client settings in groups.

=) NOTE

al

« To have a basic understanding of client configuration, please refer to section “3.4.9
Client Settings” on page 52.

A simple picture of how to create a well-defined setting profile can be given by two steps:

Step 1: Create a set of shared client settings (group configuration)

Step 2: Specify the applicable scope of the setting profile

STEP 1: Create a set of shared client settings

To create a client setting profile (group configuration), please do the following:

1. On Thin Clients tab, click Profiles to expand the Profile Group tree, and then click to select the profile group.
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%‘/ NOTE

+ You need to select the profile group to which the new profile belongs first. You
can use the system default (Ungrouped), and change the group at a later time if
necessary. For detailed instructions on how to create a profile group, please refer to
section “3.4.10 Creating Setting Profile Groups” on page 53.

2. Click Add on the top of the Profile list.

+ Add = Delete ,# Edit 4 Edit Configuration +«f Move % Copy

Firmware | Description Num. of TCs

3. The Add window appears prompting for the name, description, and firmware version of this profile.

Add [x]
Name: ki I
Description: ]

Firmware: Atrust Linux 1.23-INTL - =

Save Cancel

5/ NOTE

« A field marked with an asterisk is the required field.

4. Type in the desired name, description, and firmware version for this profile, and then click Save to confirm.

5. The Edit Configuration window for the profile (group configuration) appears.

8 Atrust Device Manager = s

Edit Configuration (Profile) - 1760 basic @

Atrust Applications | UserInterface | Devices | Network | System

+ Remote Desktop
» Citrix ICA il . Remote Desktop Availzble Sessions: O

% Remote desktop protocol client for connecting to Microsoft terminal server.
» Citrix XenApp

? VMware View Citrix ICA Available Sessions: 0
» Go-Global Citrix receiver for connecting to XenApp, XenDesktop, and other citrix services.

»
Web Browser Citrix XenApp
» SSH Citrix XenApp mode to publish available applications on your desktop or menu.

» XDMCP

T e P VMware View Available Sessions: 0

VMware View Client lets you connect from a Linux desktop to remote Windows desktops managed by VMware View.

r;\ GO-Global Available Sessions: 0

W74 GO-Global for Windows Client provides access to 32-bit Windows-based applications from GO-Global servers.

, Web Browser Availzble Sessions: 0
A web browser is used for retrieving, presenting, and traversing information resources on the World Wide Web.

SSH Available Sessions: 0
% Secure Shell allows data to be exchanged using a secure channel between two networked devices.

XDMCP Available Sessions: 0
X Display Manager Control Protocel provides a mechanism to connect te X terminal.

Acrobat Reader
Easily view, print, and cellaborate on PDF files with Acrobat Reader.
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6. Use this window to edit client settings of this profile.

Z/ NOTE
- The Edit Configuration window for the profile (group configuration) is just like a
remote version of Atrust Client Setup on a client. You can simply edit client settings
for this setting profile through this window. For detailed instructions on how to
configure client settings, please refer to “Configuring Client Settings” on page 97.

7. After completion, close the window.

8. The newly created setting profile is added to the Profile list.

STEP 2: Specify the applicable scope of the setting profile
To specify the applicable scope of the setting profile, please do the following:

1. Click to select the newly created profile, and then click Edit on the top of the Profile list to specify the
applicable scope of the profile.

2. Both the Profile Information and Available Clients panes appear in Management area.

Awailable Clients (0) Profile Information

Name: *{ﬂﬁﬂL standard

Description: [DnT.PWacs.Trm ]

Firmware: Atrust Linux 1.25-INTL -

Save Cancel Back

3. Click . at the right top of the Available Clients pane.

4. The Select Clients window appears. A tree view of client groups and individual clients is provided in this
window for specifying the applicable scope of this setting profile.

5. Click on arrows to expend the tree and click to select the desired client group or individual clients.

« To select all clients under a client group, click to select the group.

« To select multiple clients under a client group, Ctrl-click to select the desired clients.

Select Clients to t160L standard E

~ [ Thin Clients

» il ARM Linux

+ [l Linux
£ 1160L-000EGE
L] 1160L-000ESE
I8 t210L-001BA2

» P27

+ [l Ungrouped

» Bl WES

» Il Zero

OK Cancel
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NOTE

i |

« The tree view of client groups and individual clients corresponds exactly to client
groups and individual clients established under Thin Clients tab. For information
on how to create client groups and add clients to a group, please refer to “3.4.4

Creating Client Groups” on page 48 and “3.3.3 Client Detection and Management”
on page 39 separately.

+ Aclient can only be associated with a setting profile. If you associate a client with a
new setting profile, it will be automatically removed from the old one.

- Associating a client with a profile does not actually change the settings of the client.
You need to push settings to the client for the change to take effect (a reboot may
be required as well). For instructions on how to push settings to a client, please
refer to section “3.4.16 Pushing Settings to Clients through Your Local Network” on
page 64.

6. After completion, click OK to confirm the selection of applicable clients.

7. Click Save in the Profile Information pane to complete the specification of applicable scope.

—=)») NOTE
iff
« Only a well defined setting profile is actually used for remote configuration of
multiple clients. If the applicable scope of a setting profile is not specified, the
profile (group configuration) doesn't affect any client.

« From now on, we will call a client configuration set up by applying a shared setting
profile a group configuration.

3.4.13 Managing Client Setting Profiles

Adjusting a Setting Profile

To edit a setting profile (group configuration), please do the following:

1. On Thin Clients tab, click Profiles to expand the Profile Group tree, and then click the profile group to which
the desired setting profile belongs.

2. The Profile list appears in Management area.

+ Add = Delete . Edit {5 Edit Configuration < Move & Copy

Firmware

Description Num. of TCs

t160L light Atrust Linux 1.29-INTL DnT.PWacs 0
t160L standard Atrust Linux 1.29-INTL DnT.PWacs Trm 2
t210L light Atrust Linux 1.29-INTL DnT.PWacs 0

t210L standard

Atrust Linux 1.29-INTL DnT.PWacs.Trm

3. Click to select the desired setting profile.

4. Select Edit Configuration to adjust client settings for the selected profile or select Edit to adjust the profile
information and/or the applicable scope of the selected profile.

- To adjust client settings, change desired settings directly in the opened Edit Configuration window.

« To adjust profile information, make changes in the Profile Information pane, and then click Save to apply.
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NOTE

« For detailed instructions on the adjustment of client settings or profile information,
please refer to section “3.4.12 Creating Client Setting Profiles” on page 55.

i)

+ To adjust the applicable scope of this profile, use @ to make desired changes, and then
click Save to apply.

Button Description

click to select all clients in the client list.

click to unselect all clients in the client list.

click to add new clients.

click to remove the selected clients.

0| @) @)

Copying a Setting Profile
To copy a setting profile (group configuration), please do the following:

1. On Thin Clients tab, click Profiles to expand the Profile Group tree, and then click the profile group to which
the desired setting profile belongs.

2. The Profile list appears in Management area.

3. Click to select the desired setting profile, and then click Copy.

4. The Copy window appears prompting for the name, description, firmware version, profile group for this
profile, and then click Save to confirm.

Copy [x]

Name: *l |

Description :]

Firmware: AfrustLinux 1.23-INTL =

Copy to Group: Linux -
Save Cancel

NOTE

A field marked with an asterisk is the required field.

i

5. The Edit Configuration window for the profile (group configuration) appears.

—=)) NOTE

« The following steps are simliar to those for creating a new setting profile. More
information, including both screenshots and notes, can be found in section“3.4.12
Creating Client Setting Profiles” on page 55.

u

6. Use this window to edit client settings of this profile.
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7. After completion, close the window.

8. The newly created setting profile is added to the Profile list.

NOTE

(]

- If you create a new profile by copying a well-defined setting profile, only the part of
client settings is copied. The applicable scope of the original profile is not included.

9. Click to select the newly created profile, and then click Edit on the top of the Profile list.
10. Both the Profile Information and Available Clients panes appear in Management area.
11. Click at the right top of the Available Clients pane.

12. The Select Clients window appears. A tree view of client groups and individual clients is provided in the
window for specifying the applicable scope of this setting profile.

13. Click on arrows to expend the tree and click to select the desired client group or clients.

« To select all clients under a client group, click to select the client group.

« To select multiple clients under a client group, Ctrl-click to select the desired clients.

14. After completion, click OK to confirm the selection of applicable clients.

15. Click Save in Profile Information pane to complete the specification of applicable scope.

Moving a Setting Profile
To move a setting profile (group configuration) to another profile group, please do the following:

1. On Thin Clients tab, click Profiles to expand the Profile Group tree, and then click the profile group to which
the desired setting profile belongs.

2. The Profile list appears in Management area.

3. Click to select the desired setting profile, and then click Move.

4. The Move window appears.

Move [x]

~ il Profiles
B ARM Linux
B Linux
P27
i Ungrouped
W WES
W Zero

OK Cancel

5. Click to select the desired profile group, and then click OK to confirm.

6. The selected setting profile is moved to the desired profile group.
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Deleting a Setting Profile

To remove a setting profile (group configuration) from a profile group, please do the following:

1. On Thin Clients tab, click Profiles to expand the Profile Group tree, and then click to select the profile group.

The Profile list appears in Management area.

Click to select the desired setting profile, and then click Delete.

> N

The Delete window appears prompting for confirmation.

Delete
Do you want to DELETE these 1 Profile(s)?

5. Click Yes to confirm.

NOTE

bl

A setting profile (group configuration) is a set fo client settings shared by a set of
clients. Deleting a well-defined setting profile will change client settings of the
corresponding clients.

3.4.14 Using Individualized Client Settings

An individual configuration is a set of client settings applied only to a single client.

NOTE

i)

« To have a basic understanding of client configuration, please refer to section “3.4.9
Client Settings” on page 52.

To apply an individual configuration to a client, please do the following:

1. On Thin Clients tab, click Thin Clients to expand the Client Group tree, and then click to select the client
group to which the desired client belongs.
2. The Client list appears in Management area.

3. Click to select the desired client, and then click Edit Configuration.
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4. The Edit Configuration window for the client appears.

3 Atrust Device Manager [ B ]

Edit Configuration (Thin Client) - t160L-000E8E@00:1F:D8:00:0E:3E) [x]

Atrust Applications | User Interface | Devices | Network | System

* Remote Desktop
» Citrix ICA & . Remote Desktop Available Sessions: 0
% Remote desktop protocol client for connecting to Microsoft terminal server.
» Citrix XenApp
* VMware View Citrix ICA Available Sessions: 0
+ GO-Global Citrix receiver for connecting to XenApp, XenDesktop, and other citrix services.

,
e Citrix XenApp
» SSH Citrix XenApp mode to publish available applicatiens on your desktop or menu.
» XDMCP
VMware View Availsble Sessions: 0
N
Acrobat Reader VMware View Client lets you connect from a Linux desktop to remote Windows desktops managed by VMware View.

r - .
;\ GO-Global Available Sessions: 0

.} Go-Global for windows Client provides access to 32-bit Windows-based applications from GO-Global servers.

. Web Browser Available Sessions: 0
A web browser is used for retrieving, presenting, and traversing information resources on the Werld Wide web.

S§SH Available Sessions: 0
BN Socure shell allows data to be exchanged using a secure channel between two networked devices.

XDMCP Available Sessions: 0
X Display Manager Control Protocol provides a mechanism to connect to X terminal.

Acrobat Reader
Easily view, print, and collaborate on PDF files with Acrobat Reader.

5. Use this window to edit the individual configuration.

—=)») NOTE
i
« The Edit Configuration window is just like a remote version of Atrust Client Setup.
You can simply edit client settings for this client through this window.

« If the lock icon of a setting value is blue ._: , this setting value comes from the
group configuration (profile). You can only change the value by modifying/
removing the group configuration (profile) or applying a new one.

« A client configuration using both group and individual configurations will be called
a hybrid configuration (see section “3.4.15 Using Hybrid Client Settings” on page
63 for more details).

+ For detailed instructions on how to configure specific client settings, please refer to
chapter 4 “Configuring Client Settings” on page 97.

6. After completion, close the window.

7. The Apply Thin Client Configuration window appears prompting for confirmation of when to apply.

Apply Thin Client Configuration @

When should these changes take effect?

Now Later

8. Click Now to apply the configuration immediately or click Later to apply at a later time.

—=)») NOTE
5/
- If you choose to apply at a later time here, you can apply this individual
configuration to the client using the Pushing Settings feature.
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3.4.15 Using Hybrid Client Settings

A hybrid configuration is a combination of a group configuration (profile) and an individual configuration.

NOTE

i |

+ To have a basic understanding of client configuration, please refer to section “3.4.9
Client Settings” on page 52.

A simple picture of how to use a hybrid configuration can be given by two steps:

Step 1: Apply a group configuration to the selected client.
Step 2: Apply an individual configuration to the client.

STEP 1: Apply a group configuration to the selected client

To apply a group configuration to a client, please do the following:

1. On Thin Clients tab, click Thin Clients to expand the Client Group tree, and then click the client group to
which the desired client belongs.

The Client list appears.
Click to select the desired client, and then click Edit.

The Thin Client Information pane appears in Management area.

A

Click the Profile drop-down menu to select the desired group configuration (profile), associating the selected
client with this configuration, and then click Save to apply.

NOTE

(wlll |

+ The other way to associate a client with a group configuration (profile) is to add the
client to the applicable scope of the desired profile. For more information, refer to
section “3.4.12 Creating Client Setting Profiles” on page 55.

STEP 2: Apply an individual configuration to the client

To apply an individual configuration to the client next, please do the following:

1. Click to select the desired client again, and then click Edit Configuration this time.

2. Edit the individual configuration for the selected client.

NOTE

wl

« For more details, please refer to section “3.4.14 Using Individualized Client Settings”
on page 61.
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3.4.16 Pushing Settings to Clients through Your Local Network

The Push Settings feature enables you to sync up client configuration on a client with the one set up in remote
Atrust Device Manager. You can then configure client settings remotely through your local network.

NOTE

ol

- Some settings can only be configured locally on clients. See section “3.4.9 Client
Settings” on page 52 and chapter 4 “Configuring Client Settings” on page 97 for
more details.

Pushing Settings to a Client
To push settings to a client, please do the following:

1. On Thin Clients tab, click Thin Clients to expand the Client Group tree, and then click the client group to
which the desired client belongs.

2. The Client list appears.

= Delete # Edit 4G Edit Configuration | [ Command | g Select All " Unselect All

IP Address
192.168.11.77

Mac Address
00:1F:DB3:00:05:6E

Maodel Firmware Profile

t100LZ  Atrust Zero Linux 1.29-INTL | t100LZ Pro

Comment
£2

[z] t100LZ-0005DA  192.168.11.116  00-1F:D8:00:05:DA  t100LZ  Atrust Zero Linux 1.29NTL  t100LZ Pro

t100LZ-00056E

3. Click to select the desired client, and then click Command on the top of the Client list.

NOTE

(1]

» To select more than one client, Ctrl-click to select the desired clients.

+ Ensure that all selected clients are powered up. Otherwise, you may fail to push
settings to some clients. You can remotely know the current status of a client
through the Status icon in front of the client. For information on the Status icons,
please refer to section “3.4.8 Understanding Client Status Icons” on page 51.

4. The Command menu appears.

1+ Move

« Pull Settings(TC—=ADM)
& Push Settings(ADM-=TC)

[ Shadow
[4/Take Snapshot
[¢/Install Snapshot
% Update Firmware
% Partial Update

() Reboot
) Shutdown
(L) Wake On LAN

5. Click to select Push Settings.
6. A window appears prompting for confirmation.
7. Click OK to confirm.
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8. The Push Settings window appears showing the progress and result of pushing settings.

Push Settings(ADM-->TC)

Status:

1 client(s) successed.

Close

9. After completion, click Close to exit.

10. Check the status of the client through the Status icon in front of it. If needed, restart the client to complete
the configuration changes on the client.

Pushing Settings to a Client Group
To push settings to a client group, please do the following:

1. On Thin Clients tab, click Thin Clients to expand the Client Group tree.

2. Right-click on the desired client group to open a popup menu, and then click to select Push Settings.

Navigator

» Il Profiles

~ [l Thin Clients
& ARM Linux
I Linux
g pF)| B-Rename

& Ungr = Delete

W WES| 9 pyll Settings
& Zero| & Push Settings

» Il Filters

(J Reboot
() Shutdown
() Wake On LAN

» B Unmanz

3. The Pushing Settings window appears showing the progress and result of pushing settings.

NOTE

+ Ensure that all clients in the group are powered up. Otherwise, you may fail to
push settings to some clients. You can remotely know the current status of a client
through the Status icon in front of the client. For information on the Status icons,
please refer to section “3.4.8 Understanding Client Status Icons” on page 51.

i

4. After completion, click Close to exit.

5. Check the status of clients in the group through the Status icon in front of clients. If needed, restart clients to
complete the configuration changes on clients.
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Pushing Settings to All Client Groups
To push settings to all client groups, please do the following:

1. On Thin Clients tab, right-click on Thin Clients in Navigation area to open a popup menu.

Navigator

» Il Profiles
» '{DThin Clients
» k@ | B¢ Add Thin Client Group

P& Pl Settings
& Push Settings

{J Reboot
() Shutdown
('Wake On LAN

2. Click to select Push Settings.

3. The Push Settings window appears showing the progress and result of pushing settings.

NOTE

« Ensure that all clients are powered up. Otherwise, you may fail to push settings
to some clients. You can remotely know the current status of a client through the
Status icon in front of the client. For information on the Status icons, please refer to
section“3.4.8 Understanding Client Status Icons” on page 51.

(wlll ]

4. After completion, click Close to exit.

5. Check the status of clients through the Status icon in front of clients. If needed, restart clients to complete the
configuration changes on clients.
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3.4.17 Pulling Client Settings through Your Local Network

The Pull Settings feature enables you to retrieve settings from a client and store in Atrust Device Manager, which
help you sync up the client configuration in Atrust Device Manager with the one set up locally on a client.

% ) NOTE
— « Some settings can only be configured locally on clients. These settings cannot be
retrieved from clients and stored in Atrust Device Manager. See section “3.4.9 Client

Settings” on page 52 and chapter 4 “Configuring Client Settings” on page 97 for
more details.

Pull Settings from a Client
To pull setting from a client, please do the following:

1. On Thin Clients tab, click Thin Clients to expand the Client Group tree, and click to select the client group to
which the desired client belongs.

2. The Client list appears.

= Delete  Edit 48 Edit Configuration | [ Command | ¢ Select All e Unselect All

Name

IP Address Firmware

Mac Address Maodel Profile Comment

[Z]  t100LZ-00056E | 192.168.11.77 00:1F:D8:00:05:6E | t100LZ  Atrust Zero Linux 1.29-INTL  t100LZ Pro individualized and dedicated

[Z] t100LZ-0005DA  192168.11.116  00:1F:D8:00:05:-DA  t100LZ  Atrust Zero Linux 1.29INTL  t100LZ Pro

3. Click to select the desired client, and then click Command on the top of the Client list.

% 7) NOTE
= + To select more than one client, Ctrl-click to select the desired clients.

«+ Ensure that all selected clients are powered up. Otherwise, you may fail to pull
settings from some clients. You can remotely know the current status of a client
through the Status icon in front of the client. For information on the Status icons,
please refer to section “3.4.8 Understanding Client Status Icons” on page 51.

4. The Command menu appears.

1 Move

« Pull Settings(TC—=ADM)
& Push Settings(ADM-=TC)

[ Shadow
[4/Take Snapshot
[¢/Install Snapshot
% Update Firmware
% Partial Update

() Reboot
() Shutdown
(L) Wake On LAN

5. Click to select Pull Settings.

6. A window appears prompting for confirmation.
7. Click OK to confirm.
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8. The Pull Settings window appears showing the progress and result of retrieving settings.

Pull Seftings(TC-->ADM)

Status:

1 client(s) successed.

Close

9. After completion, click Close to exit.

Pull Settings for a Client Group
To pull settings for a client group, please do the following:

1. On Thin Clients tab, click Thin Clients to expand the Client Group list.

2. Right-click on the desired client group to open a popup menu, and then click to select Pull Settings.

Navigator

» Il Profiles

~ [l Thin Clients
& ARM Linux
W Linux
g pF)| B-Rename

& Ungr = Delete

i WES # Pull Settings
& Zero| & Push Settings
» @ Filters

(J Reboot
() Shutdown
() Wake On LAN

» B Unmanz

3. The Pull Settings window appears showing the progress and result of retrieving settings.

NOTE

« Ensure that clients in the selected group are all powered up. Otherwise you may
fail to pull settings from some clients. You can remotely know the current status of
a client through the Status icon in front of the client. For information on the Status
icons, please refer to section “3.4.8 Understanding Client Status Icons” on page 51.

= ‘

4. After completion, click Close to exit.
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Pull Settings for all Client Group
To pull settings fro all client groups, please do the following:

1. On Thin Clients tab, right-click on Thin Clients in Navigation area to open a popup menu.

Navigator

» @ Profiles

» '{T)Thin Clients
» kB | ¥¢ Add Thin Client Group

- # Pull Settings
& Push Settings

{J Reboot
() Shutdown
(L) Wake On LAN

2. Click to select Pull Settings.

3. The Pull Settings window appears showing the progress and result of retrieving settings.

NOTE

« Ensure that all clients are powered up. Otherwise, you may fail to pull settings from
some clients. You can remotely know the current status of a client through the
Status icon in front of the client. For information on the Status icons, please refer to
section“3.4.8 Understanding Client Status Icons” on page 51.

i)

4. After completion, click Close to exit.
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3.4.18 Editing or Viewing the Basic Information about a Client

To edit or view the basic information about a client, please do the following:

1. On Thin Clients tab, click Thin Clients to expand the Client Group tree, and then click the client group to
which the desired client belongs.

2. The Client list appears.

= Delete # Edit 45} Edit Configuration | [gs Command | {¢ Select All g Unselect All

IP Address

Mac Address
00:1F:D8:00:08:4E

Model
t200W

Profile
t200W Light

Firmware Comment

WES 1.13-INTL

t200W/-00084E 192.168.11.117 individualized

t200W-000AB2 192.168.11.126  00:1F:D8:00:0A:B2  t200W  WES 1.13-NTL t200W Light

| E

t210W-001BFE 192.168.11.139  00:1F:D8:00:1B:FE  t210W  WES 1.13-INTL t210W Light

3. Click to select the desired client, and then click Edit on the top of the Client list.

4. The Thin Client Information pane appears.

Thin Client Information - (t200W-00084E)

Name: {200w-00084E |
Comment: [individualized ]
Profile: t200W Light -
Asset ID- [ ]
Save Cancel Back
IP Address: 7

Serial Number:

|
MAC Address: |00

[

|

Model Mame:

Last Boot Time: |2011-06-10 16:38:24

Firmware:

Packages:

5. Adjust the data of the client or view the basic information about the client.

« To adjust the name, comment, profile (group configuration), Asset ID for the client, or type in the new
data, and then click Save to apply.

=) NOTE

&l

+ When selecting a profile (group configuration) from the drop-down menu, you add
the client into the applicable scope of the selected profile.

«+ After viewing the basic information, click Back to return to the Client list.
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3.4.19 Rebooting Clients through Your Local Network

The Reboot feature enables you to restart multiple clients through your local network without one by one going
through the restart procedure. Most of the time, adjusting client settings and updating client firmware require a

restart for those changes to take effect. With this feature, you are equipped with a necessary element for remote and
centralized management of a large number of endpoint devices.

Rebooting a Client through Your Local Network
To restart a client through your local network, please do the following:

1. On Thin Clients tab, click Thin Clients to expand the Client Group tree, and then click to select the client

group to which the desired client belongs.

2. The Client list appears.

= Delete  Edit 45} Edit Configuration | [ Command | {¢ Select All g Unselect Al

Name IP Address Mac Address Firmware Profile

t160L-000E6G 192.168.11.96 00:1F:D8:00:0E:66  t160L Atrust Linux 1.29-INTL  t160L Shadow

Comment

&

individualized
t160L-000ESE 192.168.11.119  00:1F:D8:00:0E:BE  t160L Atrust Linux 1.26-INTL ~ t160L Pro
t210L-001BA2 192.168.11.136

e

00:1F:D8:00:1B:A2  t210L Atrust Linux 1.29-NTL  t210L Pro

3. Click to select the desired client, and then click Command to open the Command menu.

1+ Move

« Pull Settings(TC—=ADM)
& Push Settings(ADM-=TC)

[ Shadow
[4/Take Snapshot
[¢/Install Snapshot
% Update Firmware
% Partial Update

() Reboot
) Shutdown
(L) Wake On LAN

4. Click to select Reboot.

=) NOTE

lal

- To select more than one client, Ctrl-click to select the desired clients.

®/ WARNING

« Ensure that no important tasks are performed on the selected clients.

5. On the selected client, a warning message appears to notify the user of the planned reboot and allow the
user to cancel the action if necessary.
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6. After completion, the Status icon will indicate the client is on-line again.

= Delete # Edit 45} Edit Configuration | [ Command | ['g Select All g Unselect Al

Model Comment

t160L

Profile
t160L Shadow

Firmware

Atrust Linux 1.29-INTL

IP Address
192.168.11.96

Mac Address
00:1F:D8:00:0E:66

individualized

t160L-000EGG
t160L-000EBE 192.168.11.119  00:1F:D8:00:0E:8E  t160L Atrust Linux 1.29-INTL t160L Light

NG G

t210L Atrust Linux 1.29-INTL t210L Pro

t210L-001BA2 192.168.11.136  00:1F:D8:00:1B:A2

NOTE

- For information on the meanings of the Status icons, please refer to“3.4.8
Understanding Client Status Icons” on page 51.

=

Rebooting a Client Group through Your Local Network
To restart a client group through your local network, please do the following:

1. On Thin Clients tab, click Thin Clients to expand the Client Group tree.

2. Right-click on the desired client group to open a popup menu.

Navigator

» Il Profiles

~ [l Thin Clients
B ARM Linux
i Linux
i P B-Rename

& Ungr = Delete

B WES # Pull Settings
B Zero | & Push Settings
» B Fiters

(J Reboot
) Shutdown
() Wake On LAN

» B Unmang

3. Click to select Reboot.

@ WARNING

« Ensure that no important tasks are performed on clients in the selected group.

4. On each client of this group, a warning message appears to notify the user of the planned reboot and allow
the user to cancel the action if necessary.

5. After completion, the Status icons will indicate clients of this group are on-line again.

NOTE

- For information on the meanings of the Status icons, please refer to“3.4.8
Understanding Client Status Icons” on page 51.

ol
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Rebooting All Client Groups through Your Local Network

To restart all client groups through your local network, please do the following:

1. On Thin Clients tab, right-click to open a popup menu.
Navigator

» B Profiles

r @Thin Clients
» k| E6'Add Thin Client Group

+ Pull Settings
& Push Settings

) Reboot
() Shutdown
) Wake On LAN

2. Click to select Reboot.

@ WARNING

« Ensure that no important tasks are performed on clients.

3. Onall managed clients, a warning message appears to notify the user of the planned reboot and allow the
user to cancel the action if necessary.

4. After completion, the Status icons will indicate all managed clients are on-line again.

NOTE

« For information on the meanings of the Status icons, please refer to“3.4.8
Understanding Client Status Icons” on page 51.

% :

3.4.20 Shutting Down Clients through Your Local Network

Shutting Down a Client through Your Local Network
To shut down a client through your local network, please do the following:

1. On Thin Clients tab, click Thin Clients to expand the Client Group tree, and then click to select the client
group to which the desired client belongs.

2. The Client list appears.

= Delete .« Edit 45 Edit Configuration | g Command | {6 Select All | & Unselect All

Comment

Profile
t100LZ Light

Firmware

Mac Address
00:1F:D8:00:05:6E

Maodel
t100LZ  Atrust Zero Linux 1.29-INTL

IP Address
192.168.11.122

Name -

t100LZ-00056E

(z
2] t100LZ-0005DA  192.168.11.128  00:1F:D8:00:05:DA  t100LZ  Atrust Zero Linux 1.29INTL  t100LZ Pro
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3. Click to select the desired client, and then click Command to open the Command menu.

« Move

+ Pull Settings(TC-—->ADM)
& Push Settings(ADM—>TC)

[P Shadow
T-Take Snapshot
[¢/Install Snapshot
% Update Firmware
% Partial Update

{J Reboot
(O Shutdown
() Wake On LAN

4. Click to select Shutdown.

NOTE

N

- To select more than one client, Ctrl-click to select the desired clients.

®/ WARNING

« Ensure that no important tasks are performed on the selected clients.

5. On the selected client, a warning message appears to notify the user of the planned shutdown and allow the
user to cancel the action if necessary.

6. After completion, the Status icon will indicate the client is off-line.

= Delete . Edit 4 Edit Configuration | g% Command | {s Select All | & Unselect All

IP Address
192.168.11.122

Mac Address
00:1F:D&:00:05:6E

Model Firmware Profile
2 t100LZ Light

t100LZ-0005DA  192.168.11.128  00:1F:D8:00:05:DA  t100LZ  Atrust Zero Linux 1.29-NTL  t100LZ Pro

Comment

t100LZ-00056E t100LZ  Atrust Zero Linux 1.28-INTL

—)) NOTE
=

+ For information on the meanings of the Status icons, please refer to“3.4.8
Understanding Client Status Icons” on page 51.
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Shutting Down a Client Group through Your Local Network
To shut down a client group through your local network, please do the following:

1. On Thin Clients tab, click Thin Clients to expand the Client Group tree.

2. Right-click on the desired client group to open a popup menu.

Navigator

+ [l Profiles

-~ B Thin Clients
i ARM Linux

B Linux

W P2T

i Ungrouped
B WES

‘-,,Zeq%J
+ B Filters—| EJRename

f: = Delete
- Il Unmana

« Pull Settings
& Push Settings

{J Reboot
Q) Shutdown
(U Wake On LAN

3. Click to select Shutdown.

@ WARNING

«+ Ensure that no important tasks are performed on clients in the selected group.

4. The Shutdown window appears prompting for confirmation.

Shutdown [x]

Command will be sent to these clients

2 Affected Thin Clients:

t100LZ-00056E
t100LZ-0005DA

Mow Cancel

5. Click Now to confirm.

6. On each client of this group, a warning message appears to notify the user of the planned shutdown and
allow the user to cancel the action if necessary.

7. After completion, the Status icons will indicate clients of this group are off-line.

NOTE

- For information on the meanings of the Status icons, please refer to“3.4.8
Understanding Client Status Icons” on page 51.

5/
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Shutting Down All Client Groups through Your Local Network
To shut down all client groups through your local network, please do the following:

1. On Thin Clients tab, right-click to open a popup menu.

Navigator

+ Il Profiles

» ‘.!}Jhin Clients

N “é‘e'Add Thin Client Group

3

# Pull Settings
& Push Settings

{J Reboot
() Shutdown
(L Wake On LAN

2. Click to select Shutdown.

®/ WARNING

« Ensure that no important tasks are performed on clients.

3. The Shutdown window appears prompting for confirmation.

Shutdown IZ‘

Command will be sent to these clients

§ Affected Thin Clients:

1210W-001BFE
t160L-000EBE
t100LZ-00056E
t100LZ-0005DA
1210L-001BA2
1200W-000AB2
1160L-000E66
t50L-001FAF
1200W-00084E

MNow Cancel

4. On all managed clients, a warning message appears to notify the user of the planned shutdown and allow
the user to cancel the action if necessary.

5. After completion, the Status icons will indicate all managed clients are off-line.

NOTE

- For information on the meanings of the Status icons, please refer to“3.4.8
Understanding Client Status Icons” on page 51.

5/
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3.4.21 Waking Clients through Your Local Network

The Wake on LAN feature enables you to wake multiple clients through your local network if clients are connected
to power outlets and the local network.

—=)») NOTE
+ t50L does not support the Wake On LAN feature.

I‘llu

Waking a Client through Your Local Network
To wake a client through your local network, please do the following:

1. On Thin Clients tab, click Thin Clients to expand the Client Group tree, and then click to select the client
group to which the desired client belongs.

2. The Client list appears.

= Delete  Edit 48} Edit Configuration | [ Command | g Select All (g Unselect All

IP Address
192 168.11.122

Mac Address
00:1F:D&-00:05:6E

Model
t100LZ  Atrust Zero Linux 1.29-INTL

Firmware Comment

t100LZ-00056E

o t100LZ-0005DA

t100LZ Light

192.168.11.128  00:1F:D8:00:05:DA  t100LZ  Atrust Zero Linux 1.29-INTL ~ t100LZ Pro

3. Click to select the desired client, and then click Command to open the Command menu.

«Move

& Pull Settings(TC—>ADM)
& Push Settings(ADM—>TC)

™ Shadow

_T-Take Snapshot
[¥/Install Snapshot
% Update Firmware
% Partial Update

() Reboot
() Shutdown
(O Wake On LAM

% NOTE

- To select more than one client, Ctrl-click to select the desired clients.

4. Click to select Wake On LAN.
5. The selected client is powered up.

6. After completion, the Status icon will indicate the client is on-line.

= Delste  Edit 4gf Edit Configuration | g Command | ['s Select All & Unselect All

IP Address Mac Address Model Profile
EZ  t100L7-00056E 192.168.11.122  00:1F:D8:00:05:6E  t100LZ  Atrust Zero Linux 1.29-INTL  t100LZ Light

Name Firmware Comment

=] t+100LZ-0005DA 192.168.11.128  00:1F:D8:00:05:DA  t100LZ  Atrust Zero Linux 1.29-INTL  t100LZ Pro
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NOTE

« For information on the meanings of the Status icons, please refer to“3.4.8
Understanding Client Status Icons” on page 51.

=4

Waking a Client Group through Your Local Network
To wake a client group through your local network, please do the following:

1. On Thin Clients tab, click Thin Clients to expand the Client Group tree.

2. Right-click on the desired client group to open a popup menu.

Navigator

» [ Profiles
~ [l Thin Clients
B ARM Linux

B Lin
. F’ET—J iﬁ— Rename

& = [elete
i Ungrg

Wl WES | & Pull Settings
i Zero | & Push Settings

v il Filters €4 Reboot
v W Unmana o shytdown
(O'Wake On LAN

3. Click to select Wake On LAN.

4. The Wake On LAN window appears prompting for confirmation.

Wake On LAN [x]

Command will be sent to these clients

3 Affected Thin Clients:
t160L-000E66
t160L-000ESE
t210L-001BA2

MNow Cancel

5. Click Now to confirm.
6. Each client in this group is powered up.

7. After completion, the Status icons will indicate clients of this group are on-line.

NOTE

- For information on the meanings of the Status icons, please refer to“3.4.8
Understanding Client Status Icons” on page 51.

5/




Using Atrust Device Manager |79
Managing All Your Clients

Waking All Client Groups through Your Local Network

To wake all client groups through your local network, please do the following:

1. On Thin Clients tab, right-click to open a popup menu.
Navigator

» Bl Profiles

» Wk Thin Clients
‘: E¢ Add Thin Client Group

# Pull Settings
& Push Settings

() Reboot
() Shutdown
(O Wake On LAN

r
r Unmanaged Zero Clients

2. Click to select Wake On LAN.

Wake On LAN [x]

Command will be sent to these clients

9 Affected Thin Clients:

t100LZ-0005DA
t210W-001BFE
t160L-000E66
t160L-000EBE
t100LZ-00056E
t210L-001BA2
t200W-000AB2
t50L-001FAF
t200V-00084E

Now Cancel

3. After completion, the Status icons will indicate all managed clients are on-line.

% NOTE

- For information on the meanings of the Status icons, please refer to“3.4.8
Understanding Client Status lcons” on page 51.
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3.4.22 Updating Client Firmware

To update the firmware for your client, please do the following:

T NOTE

« Updating client firmware will NOT erase any client configuration.

1. On Thin Clients tab, click Thin Clients to expand the Client Group tree, and then click the client group to

which the desired client belongs.

2. The Client list appears.

= Delete ,# Edit 43 Edit Configuration | [ Command | |6 Select All g Unselect All

Name IP Address Mac Address Profile

t160L-000E66 192.168.11.59 00:1F:D8:00:0E:66  t160L  Atrust Linux 1.23-INTL t160L Pro

Firmware Comment

t160L-000EBE 192.168.11.63 00:1F:D8:00:0E:8E  t160L  Atrust Linux 1.25-INTL t160L Light
t210L-001BA2 192.168.11.136

| |

00:1F:D8:00:1B:A2  t210L | Atrust Linux 1.29-INTL t210L Pro

3. Click to select the desired client, and then click Command on the top of the Client list.

NOTE

allt}

- To select more than one client, Ctrl-click to select the desired clients.

@ WARNING

« Ensure that no important tasks are performed on the selected clients.

4. The Command menu appears.

« Move

& Pull Settings(TC—=ADM)
& Push Settings(ADM—=TC)

[ Shadow

4/ Take Snapshot
[4/Install Snapshot
% Update Firmware
% Partial Update

() Reboot
) Shutdown
(L) Wake On LAN

5. Click to select Update Firmware.
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6. The Update Firmware window appears prompting you to select the firmware version and system language.

Update Firmware [x]
Available Firmwares:
Firmware :
Atrust Linux 1.29-INTL -
Language :
English -

WARNING! This will remove all data you have placed on the client.

oK Cancel

7. Click drop-down menus to select the desired firmware version and system language, and then click OK to
confirm.

8. On the selected client, a warning message appears to notify the user of the planned reboot and allow the
user to cancel the action if necessary.

9. After completion, the client is updated with the desired firmware and system language.

3.4.23 Installing Software Packages

To install a software package for your client, please do the following:

NOTE

il

- Installing additional software packages is allowed only for WES-based (Windows
Embedded Standard) clients.

1. On Thin Clients tab, click Thin Clients to expand the Client Group tree, and then click the client group to
which the desired client belongs.

2. The Client list appears.

= Delete # Edit 4 Edit Configuration | [ Command | [¢ Select All g Unselect All

IP Address Mac Address Firmware Profile Comment

bl t200W-00084E 192.168.11.109  00:1F:D8:00:08:4E  t200W  WES 1.13-INTL t200W Pro
] t200W-000AB2 192.168.11.72 00:1F:D8:00:0A:B2  t200W  WES 1.13-INTL t200WW Shadow
24 t210W-001BFE 192.168.11.139  00:1F:D8:00:1B:FE  t210W  WES 1.13-INTL t210VW Light

3. Click to select the desired client, and then click Command on the top of the Client list.

NOTE

ol

- To select more than one client, Ctrl-click to select the desired clients.

@ WARNING

« Ensure that no important tasks are performed on the selected clients.
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4. The Command menu appears.

+Move

# Pull Settings(TC->ADM)
& Push Settings(ADM-=TC)

[ Shadow
TTake Snapshot
[¥/Install Snapshot
% Update Firmware
% Partial Update

) Reboot
() Shutdown
(U Wake On LAN

5. Click to select Partial Update.

6. The Partial Update window appears prompting you to select the software package.
Partial Update [x]
Available Packages:
Microsoft NET Framework 3.5 Service Pack 1 (x86)-1<
oK Cancel
7. Click the drop-down menu to select the desired software package, and then click OK to confirm.
8.

On the selected client, a warning message appears to notify the user of the planned reboot and allow the
user to cancel the action if necessary.

9. After completion, the desired software package is installed on the selected client.

<\/ TIP
- To check remotely if the installation is completed, select the client, and then click
Edit to view the basic information about a client. For more details, refer to section
“3.4.18 Editing or Viewing the Basic Information about a Client” on page 70.

3.4.24 Taking Client Snapshots

A snapshot is the system backup of a client at a specific point of time, which you can use to restore your client to
that system state.

NOTE

(]

« Atrust t-series zero clients (t100LZ/t160LZ/t200LZ/t210LZ) and Atrust t50L thin
client don't support the Snapshot feature.

To take a system snapshot for a client, please do the following:

1. On Thin Clients tab, click Thin Clients to expand the Client Group tree, and then click to select the client

group to which the desired client belongs.

2. The Client list appears.

3. Click to select the desired client, and then click Command on the top of the Client list.
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=

NOTE

+ You can take system snapshot for only one client at a time.

4. The Command menu appears.

+ Move

& Pull Settings(TC—=ADM)
& Push Settings(ADM—=TC)

[ Shadow
[4Take Snapshot
[¢/Install Snapshot
% Update Firmware
[F Partial Update

) Reboot
) Shutdown
(O Wake On LAN

5. Click to select Take Snapshot.

6. The Take Snapshot window appears prompting you to provide the name of the system snapshot.

7. Type the name

8. On the selected client, a warning message appears to notify the user of the planned reboot and allow the

Take Snapshot [x]

MName: snashoi of t160L-000EE

OK Cancel y

for the snapshot or use the default, and then click OK to confirm.

user to cancel the action if necessary.

9. After completion, the system snapshot is added to the Snapshot list.

Setting Menu

+ Admin Account

~ Deployment
Firmware
Snapshot
Zero Image
WES Package

Deploy Server

J Scan Snapshat = Delete Snapshot 31 Import Snapshot & Export Snapshat

Description - Location Platform Version Model
1.29INTL  t160L-000E66-110623d /001FDB000EGG-1/  Atrust Linux 1.29 t160L
1.29INTL  t160L-000E66-110623e /001FD8000EGR-2/  Atrust Linux 1.29 t160L
1.29INTL  t160L-000EBE-110623a | /001FD8000ESE-1/  Atrust Linux 1.29 t160L
1.27INTL  t160L-000EBE-110623b  /OO1FDB000EBE-2/  Atrust Linux 1.27 t160L

Disk Size
512
512

512
512

=

NOTE

+ To access the Snapshot list, click System tab, and then click Deployment >
Snapshot.

- Refer to section “3.2.7 Managing Client Snapshots” on page 27 for instructions on
how to manage your snapshots.
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3.4.25 Restoring Client Snapshots

To restore a system backup of a client, please do the following:
1. On Thin Clients tab, click Thin Clients to expand the Client Group tree, and then click the client group to
which the desired client belongs.
The Client list appears.
Click to select the desired client, and then click Command on the top of the Client list.
The Command menu appears.

Click to select Install Snapshot.

o v ok wN

The Install Snapshot window appears prompting you to select a snapshot.

Install Snapshot E

Awailable Snapshots:
Snapshot :
1160L-000E66-110624a

Version : Atrust Linux 1.29

Supported Model : t160L

Language : English

WARNING! This will remove all data you have placed on the client.

oK Cancel

7. Click the drop-down menu to select the desired snapshot, and then click OK to confirm.

8. On the selected client, a warning message appears to notify the user of the planned reboot and allow the
user to cancel the action if necessary.

9. After completion, the client is restored to the desired state.

3.4.26 Assisting a Client User Remotely

The Shadow feature enables you to remotely assist client users in resolving problems or configuring local settings.
You can remotely monitor and control a client just like a local client user.

NOTE

i |

+ Ensure that you have installed the Java software or Java Runtime Environment. It's
required to execute the Shadow feature.

« Atrust t50L doesn’t support the Shadow feature.

To remotely assist a client user, please do the following:

1. On Thin Clients tab, click Thin Clients to expand the Client Group tree, and then select the client group to
which the desired client belongs.

2. The Client list appears.

3. Click to select the desired client, and then click Command on the top of the Client list.

—=)») NOTE
5/
- It's not allowed to select multiple clients while executing the Shadow feature.
However, you could do it one by one for multiple clients.
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4. The Command menu appears.
5. Click to select Shadow.

6. The Java software is launched displaying an animated picture on the screen as below.

L Java 6

Java:

ORACLE

7. A warning message appears with the certificate information. Click Yes to continue.

‘Warning - Security
The web site's certificate cannot be verified. Do you
want to continue?
Name: localhost

Publisher: UMNKNOWN

[ Always trust content from this publisher.:

W The certificabe cannot be verihed by a trusted source. TR
:

8. Another warning message appears with the information about the application digital signature. Click Run to
continue.

Warning - Security

The application’s digital signature has an error. Do you
want to run the application?

Hame: ‘nc Viewer

Publisher: RealVNC Limited

[] Always trust content from this publisher:

@ The digtal signaturs was genersted with = trusted certficate but
3

has expired. Meore Information...

9. The VNC Authentication window may appear prompting you for the Shadow password.

|2/ VNC Authentication [No Encryption] | | = |

Password;

o

10. Type in your Shadow password, and then click OK to confirm.
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11. A window pops up with the desktop screen of the selected client.

| 4] VNG: user@t1601-000E66 [l E =S

Il Atrust Device Manager

Atrust

+ [l Profiles
~ [l Thin Clients
& ARM Linux
i Linux
P27
il Ungrouped
B WES
& Zero
» [l Fillers
» [l Unmanaged Zero Clienis

| us @ g4 |15:03

= Clear Messages | 2 Messages 4

12. Now you can remotely monitor and control the client to assist the client user.

5/ NOTE

« The user of the client could also control the system with the local keyboard and
mouse.
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3.4.27 Digging Out Profiles, Clients, or Event Logs with Quick Search

At the bottom of each Profile, Client, Zero Client, or Log list, you can access Quick Search to help you dig out the
profiles, clients, or event logs.

NOTE

il

« Event logs will be introduced on section“3.5.1 Logs Tab Overview"” on page 91.

«+ You can also use filters to find out the desired clients within the managed clients.

For details, please refer to section “3.4.28 Digging Out Clients with Filters” on page
87.

To dig out the desired profile, client, or event log on a Profile, Client, Zero Client, Event Log list, please
do the following:

1. Open the Profile, Client, Zero Client, or Log List.

« On Thin Clients tab, click Profiles or Thin Clients, and then click the group to which the Profile or Client
list belongs to open the Profile or Client list.
+ On Thin Clients tab, click Unmanaged Zero Clients to open the Zero Client list.

« On Atrust Device Manager, click on Logs tab to open the Log list.

2. The Profile, Client, Zero Client or Log list appears in Management area.

3. At the bottom of the list, click the Quick Search button *~ .

M0 - “@ 9« Page Dc—fZ L L' Displaying 1 to 20 of 29 items '

4. The Quick Search bar appears.

‘Quick Search MAC Address ~ | |[ Search ][ Clear ]

J0 2 v 4 4 pagell _ Jof2 » b & Displaying1to 20 of 29 items

5. Click the drop-down menu to select the desired search type and enter the desired search keyword.

6. Click Search to start searching for profiles, clients, or event logs.

7. On completion, the Result list appears above the Quick Search bar.

3.4.28 Digging Out Clients with Filters

Atrust Device Manager enables you to create filters for digging out clients from all managed clients. With filters, you
can access and manage a specific set of clients quickly.

—=)») NOTE
i
+ You can also use Quick Search to dig out clients within managed clients and
unmanaged zero clients. For details, please refer to “3.4.27 Digging Out Profiles,
Clients, or Event Logs with Quick Search” on page 87.
Adding a Filter

To add a filter, please do the following:

1. On Thin Clients tab, right click on the Filters in Navigation area.
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2. A popup menu appears.

Navigator

+ il Profiles

+ [l Thin Clients

+ & Filter
» @ Unmg ¥ Add Filter jiants

3. Click to select Add Filter.

4. The Filter Condition List and Filter Preview panes appear in Management area.

Filter Condition List - {Add New Filter) Filter Preview

Field Name Operator  Value Action Filter Praviaw
0S - = - ] | Add
Available Filter Conditions

Preview Save Cancel

5. Type in the desired name for this filter.

6. Click to select the desired field name, operator, and then type in the value for a filter condition.

NOTE

(wllt |

« The available operators and their meanings are as follows:

Available Operators for Filter Conditions

Filter Meaning

= is equal to

1= is not equal to

~= is similar to

> is greater than

>= is greater than or equal to
< is less than

<= is less than or equal to

- Most information about a client, which can be used as filter conditions, are available
in the Thin Client Information pane. To access Thin Client Information pane, please
refer to section “3.4.18 Editing or Viewing the Basic Information about a Client” on
page 70 for detailed instructions.

7. Click Add to add a condition to a filter.
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8. Repeat steps 5 through 7 to add a new condition.
9. Click Preview to view the result of a filter. The result is displayed in the Filter Preview pane.

10. Click Save to create the filter.

Using a Client Filter

Once client filters are created, you can access the desired client list quickly just by clicking the corresponding filter.
All clients which meets the defined conditions will be specified in the client list.

To use a client filter, please do the following:

1. On Thin Clients tab, click Filters to expand the Filter tree.
2. Click to select the desired filter.

3. The desired Client list appears.

{4 Atrust Device Manager folie )=

Atrust ThincClients | Scan | System | Logs | About Logout: Administrator

/€6t € Contrtion | T Commard | 7 it it

IP Address sS Firmware Comment

~ [l Profiles
Wl ARM Linux
B Linux
P2t
il Ungrouped
B WES
Wl Zero

t200W-00084E 192.168.11.109 - 2 t200W WES 1.13-INTL t200W Shadow
t200W-000AB2Z 192.168.11.77 E | 200\ WES 1.12-INTL t200W Pro
t210L-001BA2 192.168.11.136 t210L Atrust Linux 1.29-INTL t210L Pro

t210W-001BFE 192 168.11.139. B 1 t210W WES 1.13-INTL t210W Light

L AR A NSNS

t50L-001FAF 192.168.11.125 - -1F 50 Atrust Linux 1.35-INTL t50L Pro
~ [l Thin Clients
I ARM Linux
i Linux
[ L4
i Ungrouped
i WES |:|
W Zero
~ [ Filters
P> 11x
P>=12x
i LBT <= 2011-06-01
i LBT >=2011-06-01
& Model >=t1
& Model >= 2
& Model >=13
& 0S = Linux
i Os=WES Bl W v

~ il Unmanaged Zero Clients O 25 + 4 4 pagel__Jof1 » b & Dispiaying1to5cf5items

38 Messages A

3.4.29 Managing Your Filters

Deleting a Filter
To delete a filter, please do the following:

1. On Thin Clients tab, click Filters in Navigation area.
2. TheFilter list appears in Management area.

3. Click to select the desired filter, and then click Delete on the top of the Filter list.

NOTE

« To delete more than one filter, Ctrl-click to select multiple entries in the Filter list.

% :
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4. The Delete window appears prompting for confirmation.

Delete
Do you want to DELETE these 1 Filter(s)

5. Click Yes to confirm.

Adjusting a Filter
To adjust a filter, please do the following:

1. On Thin Clients tab, click Filters in Navigation area.

2. TheFilter list appears in Management area.

3. Click to select the desired filter, and then click Edit on the top of the Filter list.
4. The Filter Condition List and Filter Preview panes appear in Management area.
5

. Adjust conditions for the filter, and then click Save to apply.
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3.5 Viewing and Managing Event Logs

3.5.1 LogsTab Overview

Logs tab enables you to view event logs about the management of your clients. To access the functionality of Logs
tab, click the tab on Atrust Device Manager.

Logs Tab Overview

Ll Atrust Device Manager | =n EeR ===

Atrust ThinClients | Scan | System | Logs | About Logout: Administrator
o — Deployment ~ AllLevels ~ AllScopes ~ All Statuses ~ All Time ~ spply | | Reset

o Export [ Empty Log

Type Level Scope |Time Status | Description 9

Snapshot: Scan ACTION | ADM  2011-06-23 16:51:04 Success  Scan Snapshot:pass B

Snapshot- Scan ACTION ADM  2011-06-23 16:51:03 Success  Scan Snapshot-pass

Firmware: Import ACTION ADM  2011-06-2109:50:08 Success  Firmware import

Firmware: Scan ACTION ~ ADM  2011-06-21 09:50:08 Success  Scan Firmware:pass

Firmware: Import ACTION ADM  2011-06-09 19:20:19 ' Success  Firmware import 3

Firmware: Scan ACTION ADM  2011-06-09 19:20:19 Success  Scan Firmware:pass

Firmware: Import ACTION ADM  2011-06-03 18:08:44 Success  Firmware import

Firmware: Scan ACTION ~ ADM  2011-06-03 18:08:44 Success  Scan Firmware:pass

Firmware: Delete ACTION ADM  2011-06-03 18:08:06  Success  Delete Firmware: successed

Firmware: Scan ACTION ADM  2011-06-03 18:06:67 Success  Scan Firmware:-pass

Firmware: Scan ACTION  ADM  2011-06-03 18:06:56 = Success  Scan Firmware:pass

Firmware: Delete ACTION ADM  2011-06-03 18:05:59 Success Delete Firmware: successed

Firmware: Scan ACTION ADM  2011-06-02 18:47-11  Success  Scan Firmware pass

Firmware: Import ACTION ~ ADM  2011-06-02 18:47:11 Success  Firmware import

Firmware: Scan ACTION ADM  2011-06-02 18:34:53  Success  Scan Firmware pass

Firmware: Import ACTION ADM  2011-06-02 18:34:63 Success  Firmware import

Firmware: Import ACTION  ADM  2011-06-02 18:34:33 | Success  Firmware import

Firmware: Scan ACTION ADM  2011-06-02 18:34:33 Success  Scan Firmware-pass

Firmware: Scan ACTION ADM  2011-06-02 18:34:14  Success  Scan Firmware:pass

Firmuiara: lmmart ACTION AP 90HAARND 4R-UAA  Surrace  Firmwars imnar e

S0 80 - 4 4 Page of2 ¥ Ik &* Displaying 1to 50 of 90 items

Interface Elements

No. Name Description
1 Navigation Bar Click to select the desired type and scope of event logs.
2 Management Area Manage event logs.

3.5.2 Available Tasks at a Glance

No. Available Task Section Page
1 viewing your event logs 3.5.3 92
2 exporting your event logs 3.5.4 92

3 emptying your event logs 3.5.5 93
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3.5.3 Viewing Event Logs

To review event logs of Atrust, please do the following:

1. On Atrust Device Manager, click Logs tab.
2. The Log list appears.

L8 Atrust Device Manager [olia )=
Atrust Thinclients | Sean | System | Logs | About Logout: Administrator
All Classes ~ AllLevels ~ AllScopes = AllStatuses ~ All Time Apply Reset

o Export 5 Empty Log

) Scope |Time 7 Description
ADM Account: Login ACTION ADM 2011-06-24 20:23:38 Success  User Administrator logged in -
Database: Backup ACTION | ADM  2011-06-24 20-12:53 | Success  Backup database archive: ADM2_2011-6-24 zip
Shutdown SYSTEM ACS 20110624 194638 Success Client 00LZ-0005DA (192 168 11.116) are going to shutdown state
Thinclient: Take Snapshot ~ ACTION | ACS  2011-06-24 19:39.46 Success  wes lake snapshot success in {200VV-000AB2
Thinclient- Install Package ACTION ACS 2011-06-24 19:25:59 Success  Client t200W-00084E install Microsoft NET Framework 3.5 Service Pack 1 (x86) successed

Thinclient: Take Snapshot ACTION  ACS  2011-06-24 19:21:18  Success  wes take snapshot fail - failed- writing less than expected in t200W-000AB2
Thinclient: Install Package ACTION ~ ADM  2011-06-24 19:03:16 Success  Client t200W-000AB2 will install Microsoft NET Framework 3.5 Senvice Pack 1 (x86)
Thinclient: Install Package ACTION  ADM  2011-06-24 19:02:64 Success  Client t200W-000AB2 will install Microsoft .NET Framework 3.5 Senvice Pack 1 (x86)

Thinclient- Install Package ACTION ADM 2011-06-24 18:58:44 Success  Client t200W-00084E will install Microsoft NET Framework 3 5 Semvice Pack 1 (x86)

Shutdown SYSTEM | ACS  2011-06-24 18:47:35 Success | Client t160L-000E66 (192.168.11.59) are going to shutdown state

Profile: Delete ACTION  ADM  2011-06-24 18:00:47 Success Delete Profle: t100LZ Shadow wo PW L
Profile: Add ACTION | ADM  2011-06-24 18:00:00 | Success  Add Profile: "t100LZ Shadow wo PYW"(Copied from "t100LZ Shadow”) 1
Reboot SYSTEM ACS 2011-06-24 17:52:07 Success  Client t100LZ-0005DA (192 168 11.116) are going to reboot state

Thinclient: Modify ACTION | ADM  2011-06-24 17:51:29 | Success  Modify Thin Client: t100LZ-0005DA

Thinclient: Take Snapshot ACTION  ACS 20110624 17:03:28 Success linux take snapshot success in t160L-000E66

Reboot SYSTEM ~ACS  2011-06-24 16:59:46 Success  Client 1160L-000EG6 (192.168.11.69) are going to reboot state

Thinclient: Modify ACTION ADM 2011-06-24 14:59:58 Success  Modify Thin Client: t200VV-00084E

Thinclient: Install Firmware ~ ACTION | AGS  2011-06-24 14:54:34  Success  wes install firmware success in t200W-00084E

Shutdown SYSTEM ACS  2011-06-24 14:39:40 Success  Client t50L-001FAF (192.168.11.125) are going to shutdown state

Thinclient: Modify ACTION | ADM  2011-06-24 14:28:51 | Success  Modify Thin Client: 1200W-000AB2 2
o HBT+ 0 < pagell Jof12 » b 4 Displaying 1to 100 of 1115 items

- Clear Messages [ 1 Messages 4

- To view log entries on different pages, click %I 4 ¥ ¥ to change to the first/previous/next/last page.

£ B0 Tv 4 4 Ppagel  Joizz » b & Displaying1t0500f1115items|

« To view log entries within a specific scope, click the drop-down menus to limit the scope, and then click
Apply to confirm.

All Classes ~ AllLevels = All Scopes ~ AllStatuses ~ AllTime ~ l

3.5.4 Exporting Event Logs

To export event logs of your system, please do the following:

1. On Atrust Device Manager, click Logs tab.
2. The Log list appears.

- To export log entries within a specific scope, click the drop-down menus to define the scope, and then click
Apply to confirm.

«  To export all log entries, ensure that, on drop-down menus, the selected options do not limit the scope of
the Log list.

% NOTE

+ You can click Reset, and then click Apply to get the complete log entries.
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Click Export.

The Export window appears prompting you to select the desired export format.

Export [x]
Export Format: CSV

Export Cancel

Click the drop-down menu to select the desired format (.CSV or .XML), and then click Export to continue.
A window appears prompting you to choose between opening or saving the exported file.
Click to select Save File, and then click OK.

In the opened window, locate the desired directory to save the file.

3.5.5 Emptying Event Logs

To empty event logs of your system, please do the following:

H> W N

NOTE

Wl

+ You cannot partially delete log entries.

@ WARNING

« Emptying log will delete all log entries. Ensure that you don’t need the information
in the future before proceeding.

On Atrust Device Manager, click Logs tab.
The Log list appears.
Click Empty Log on the top of the Log list.

The Empty Log window appears prompting for confirmation.

Empty Log
Do you want to empty all logs?

Click Yes to confirm.

All log entries are deleted from Atrust Device Manager.

=)) NOTE

lal

+ A new log entry about emptying log will be added to the Log list.
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3.6 Viewing Software Information

3.6.1 AboutTab Overview

About tab provides the information about Atrust Device Manager and Atrust Computer Corporation. To access the
information of About tab, click the tab on Atrust Device Manager.

About Tab Overview

8 Atrust Device Manager [E=8 Hom =)
Atrust Thin Clients | Scan | System | Logs | About Logout: Administrator

~ Product -~ Product 9

» Contact

o » License Name - Atrust Device Manager

-~ Version

Version - 1.27

Revision - 3707

Build - 2011-05-20 19:20-50 +0800

Support

H Models :

t100L,t150L 160L,t200L £200LQ,210L,
60,1500, P2T.1100LZ 115017 1160LZ,
t200LZ,1210LZ 1100W.t150W. 1160V 12000,

t200WQ t210W,

Firmware :

Atrust Linux 1.23-INTL
Windows Embedded Standard 1.13-INTL

" ClearMessages | 0 Messages 4

Interface Elements

No. Name Description
1 Navigation Area Click to access the desired information.
2 Information Area Displays the selected item.

3.6.2 Available Tasks at a Glance

No. Available Task Section Page
1 viewing information on Atrust Device Manager 3.6.3 95
2 viewing Atrust contact information 3.6.4 95

3 viewing Atrust Software License Agreement 3.6.5 95
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3.6.3 Viewing Information on Atrust Device Manager

To view information on Atrust Device Manager, please do the following:

1. On About tab, click Product in Navigation area.

2. The version of Atrust Device Manager, the supported client models, and imported firmware versions are
shown in Information area.

3.6.4 Viewing Atrust Contact Information

To view Atrust contract information, please do the following:

1. On About tab, click Contact in Navigation area.

2. Our website address and contact information are shown in Information area.

3.6.5 Viewing Atrust Software License Agreement

To view Atrust Software License Agreement, please do the following:

1. On About tab, click License in Navigation area.

2. Atrust Software License Agreement is shown in Information area.
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Configuring Client Settings

This chapter provides basic instructions on client configuration.

4.1 Desktop Virtualization and Client Configuration

endpoint configuration in a desktop virtualization
infrastructure

4.2 Client Settings at a Glance

available client setting items on Atrust Device Manager
and Atrust Client Setup

4.3 Editing or Adjusting a Group Configuration

how to edit or adjust a group configuration (profile)
shared by a group of clients

4.4 Editing or Adjusting an Individual Configuration

how to edit or adjust an individual configuration
applied only to a single client

4.5 Configuring Client Settings with Atrust Client Setup

how to configure client settings with Atrust Client Setup

99
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Desktop Virtualization and Client Configuration

4.1 Desktop Virtualization and Client Configuration

The desktop virtualization is available in various forms: user state virtualization, application virtualization, session
based virtualization, virtual machine based virtualization, or even a hybrid approach. Atrust t-series clients can meet
a wide range of desktop virtualization forms and needs. But, to get your t-series client ready for use, you need to
configure client settings to meet the specific needs in your desktop virtualization plan.

4.2 Client Settings at a Glance

The following table provides brief descriptions of client setting items.

%J‘ NOTE

« The available tabs and setting items may vary, depending on the client model and
the used operating system.

« Some setting items are only available locally on clients. You can adjust those
settings through Atrust Client Setup.

+ All settings that are only available locally on clients are marked with an asterisk (*) in
the table below.

Tab Setting

Remote Desktop

Citrix ICA

Citrix XenApp

VMware View

GO-Global
Applications

Web Browser

SSH

XDMCP

Acrobat Reader

Icon

(===

—
_—

X

o

&

Description

Click to configure RDP (Remote Desktop Protocol) connection
settings and create a desktop shortcut for Remote Desktop
sessions.

Click to configure Citrix ICA (Independent Computing Architecture)
connection settings and create a desktop shortcut for accessing
application/desktop delivery services.

Click to configure Citrix XenApp connection settings and create a
Start menu and/or desktop folder for accessing application delivery
services.

Click to configure VMware View Client connection settings and
create a desktop shortcut for accessing desktop delivery services.

Click to configure GO-Global Client connection settings and create
a desktop shortcut for accessing application delivery services.

Click to configure general (for WES-based clients only) or specific
browser session settings. A desktop shortcut is created for specific
browser sessions launched with the desired initial web page. The
used Web browser may vary, depending on the operating system
of your client model.

Click to configure SSH (Secure Shell) session settings and create a
desktop shortcut for SSH sessions.

Click to configure XDMCP (X Display Manager Control Protocol)
connection settings and create a desktop shortcut for accessing
desktop delivery services.

Click to enable/disable Acrobat Reader on your client.
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Client Settings at a Glance

Tab Setting

Display

Desktop

User Interface

Keyboard

Mouse

Screensaver

USB Storage

Devices Audio

Printer *

Ethernet *

PPPOE *

VPN *
Network

Hosts

Wireless *

Icon

F
&

@il

[ ke

Description

Click to configure your display settings.

Click to customize your system language and desktop.

Click to adjust your keyboard settings.

Click to adjust your mouse settings.

Click to configure your screensaver settings.

Click to configure settings for USB storage devices.

Click to configure settings for audio devices.

Click to add local or network printers for your client.

Click to configure your wired network settings.

Click to configure PPPOE connection settings and create an Internet
connection.

Click to configure VPN (Virtual Private Network) connection settings
and create a secure and reliable connection over the Internet.

Click to create the mapping of IP addresses to the names of host
servers. You can then use the name of a host server instead of
its IP address wherever you need to specify an IP address while
configuring client settings.

Click to configure your wireless network settings and create a
wireless connection.



Tab Setting

Time and Date

Password

Firmware
Update *

Snapshot

System
Appliance Mode

Miscellaneous

Terminal

FBWF

Icon

Configuring Client Settings
Editing or Adjusting a Group Configuration

Description

Click to configure date and time settings.

Click to configure your password settings.

Click to update firmware from the host server. This feature is
only applicable when this client is managed by the Atrust Device
Manager software (see the note below).

Click to take a snapshot (system backup at a specific point of time)
for your client, which you can use to restore your client to that
system state when needed.

Click to enable/disable the Appliance mode to allow/disallow the
automatic Remote Desktop session. In Appliance mode, the client
starts up with the desired Remote Desktop session and shuts down
when the user logs off the session.

Click to change the name of the client.

Click to enable/disable the execution of the text-based
(command-line) functions.

Click to figure FBWF (File Based Write Filter) settings. Enabling
FBWF option will redirect all writes targeted for disk volumes to a
RAM cache. All system changes will only affect the session where
the changes are made.

4.3 Editing or Adjusting a Group Configuration

On Atrust Device Manager, you can edit client settings for a group of clients through the Edit Configuration window
for a profile (group configuration). Through this window, all remotely configurable settings can be edited, then you
can push settings to the target group of clients defined in that profile through the Push Settings feature.

=) NOTE

+ In this section, we will focus on the editing or adjusting of a profile (group
configuration) in greater detail. For general instructions on how to create a profile
(group configuration) or on how to open the Edit Configuration window for profile,
please refer to section “3.4.12 Creating Client Setting Profiles” on page 55.

lal

- To have a basic understanding of client configuration, please refer to section “3.4.9
Client Settings” on page 52.

« Please note that, although the Edit Configuration window for a profile (group
configuration) looks almost the same as the Edit Configuration window for a client
(individual configuration), their functions are different. The latter will only affect
some specific client when the configuration is applied. For information on the
editing or adjusting of an individual configuration for a client, please refer to section
“4.4 Editing or Adjusting an Individual Configuration” on page 102.
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Editing or Adjusting an Individual Configuration

To configure a

setting in the Edit Configuration window (for a group configuration), please do the following:

1. In the Edit Configuration window for a profile, click the tab to which the desired setting belongs.

2. Clickon

Edit Configuration (Profile) - 1760 Light@Atrust Linux 1.35-INTL Iz‘
Atrust Applications | User Interface | Devices | Network | System
+ Remote Desktop
b Citrix ICA el . Remote Desktop Available Sessions: 0

"% Remote desktop protocol client for connecting to Microsoft terminal server.
+ Citrix XenApp

* VMware View (@) Citrix1CA Avsilable Sessions: 0 _

+ GO-Global Citrix receiver for connecting to XenApp, XenDesktop, and other citrix services
* Web Browser e Citrix Xenapp

» SSH Citrix XenApp mede to publish available applications on your desktop or menu.
» XDMCP

+ Acrobat Reader [Ohy, VMware View Availzble Sessions: 0

S vMware View Client lets you connect from a Linux desktop to remote Windows desktops managed by VMware View.

r‘\ GO-Global Available Sessions: 0
9} Go-Global for windows Client provides access to 32-bit windows-based applications from Go-Global servers.

| Web Browser Available Sessions: 0
A web browser is used for retrieving, presenting, and traversing information resources on the World Wide Web.

SSH Available Sessions: 0
"&F Secure Shell allows data to be exchanged using a secure channel between two networked devices.

XDMCP Available Sessions: 0
X Display Manager Control Protocol provides a mechanism to connect to X terminal

[l Acrobat Reader
Easily view, print, and collaborate on PDF files with Acrobat Reader.

the icon of the desired setting.

3. Click Add to add an entry for that setting if necessary.

4. On the detailed setting page(s), click on the gray globe _# icon located close to a setting item to enable the
adjustment of the value.

NOTE

(i)

- The gray globe icon will become blue  when you click it to enable the
adjustment of the value.

» When a globe icon becomes blue, the corresponding setting value is locked on
clients and cannot be changed locally through Atrust Client Setup.

5. Choose or type in the desired setting values.

6. Afterthe
changes.

editing of setting values is completed, click Save at the bottom of that setting page to save the

7. Repeat steps 1 through 6 to edit other settings.

4.4 Editi

ng or Adjusting an Individual Configuration

On Atrust Device Manager, you can apply an individual configuration to a client through the Edit Configuration
window for that client. Through this window, all remotely configurable settings can be edited, then you can push

settings to the c

lient through the Push Settings feature.

NOTE

i

+ In this section, we will focus on the editing/adjusting of an individual configuration
in greater detail. For general instructions on how to create an individual
configuration or on how to open the Edit Configuration window for a client, please
refer to section “3.4.14 Using Individualized Client Settings” on page 61.
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NOTE

Lalll |

« To have a basic understanding of client configuration, please refer to section “3.4.9
Client Settings” on page 52.

«+ Please note that, although the Edit Configuration window for a profile (group
configuration) looks almost the same as the Edit Configuration window for a client
(individual configuration), their functions are different. The latter will only affect
some specific client when the configuration is applied.

To configure a setting in the Edit Configuration window (for a client), please do the following:

1. In the Edit Configuration window for a client, click the tab to which the desired setting belongs.

Edit Configuration (Thin Client) - 1160L-000E66@00:1F:D8:00:0E:66) ]
Atrust Applications | User Interface | Devices | Network | System

» Remote Desktop

+ Citrix ICA il . Remote Desktop Available Sessions: 0

"% Remote desktop protocol client for connecting to Microsoft terminal server.
» Citrix XenApp

» VMware View Citrix ICA Available Sessions: 0

bon e bl Citrix receiver for connecting to XenApp, XenDesktop, and other citrix services.
* Web Browser s s

» SSH e f?f:?i"x‘é’?fé’é’n\nde to publish available applications on your desktop or menu.
+ XDMCP

» Acrobat Reader VMware View Available Sessions: 0

VMware View Client lets you connect from a Linux desktop to remote Windows desktops managed by VMware View.

'61 GO-Global Available Sessions: 0
\®.) Go-Global for Windows Client provides access to 32-bit Windows-based applications from GO-Global servers.

‘Web Browser Available Sessions: 0
A web browser is used for retrieving, presenting, and traversing information resources on the World Wide Web.

SSH Available Sessions: 0
@» Secure Shell allows data to be exchanged using a secure channel between two networked devices.

XDMCP Available Sessions: 0
X Display Manager Control Protocol provides a mechanism to connect to X terminal.

[l Acrobat Reader
Easily view, print, and collaborate on PDF files with Acrobat Reader.

2. Click on the icon of the desired setting.

3. Click Add to add up an entry for that setting if necessary.

4. On the detailed setting page(s), choose or type in the desired setting values.

NOTE

Wi

+ Click on the gray lock | icon located close to a setting item to lock its value. The

gray lock will become orange ||| and secured. When a lock icon becomes orange
and secured, the corresponding setting value is locked on the client and cannot be
changed locally through Atrust Client Setup.

« Ifthe lock icon of a setting value is blue |1, this setting value comes from the
group configuration (profile). You can only change the value by modifying/
removing the group configuration (profile) or applying a new one.

- If you apply a group configuration to a client, all related settings will also be shown
in the Edit Configuration window for individual clients.

5. After the editing of setting values is completed, click Save at the bottom of that setting page to save the

changes.

6. Repeat steps 1 through 5 to edit other settings.
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4.5 Configuring Client Settings with Atrust Client Setup

Atrust Client Setup allows you to configure client settings locally on clients. Additionally, some settings are only
available locally on clients and therefore can only be configured through Atrust Client Setup.

=) NOTE
5/
- For the list of client settings only locally accessible on clients, please refer to section
“4.2 Client Settings at a Glance” on page 99.

+ To have a basic understanding of client configuration, please refer to section “3.4.9
Client Settings” on page 52.

4.,5.1 Atrust Client Setup for Linux-based Clients

To access Atrust Client Setup on a Linux-based client, please do the following:

1. Click START > Settings > Atrust Client Setup.
2. The Atrust Client Setup window appeatrs.

L) Atrust Client Setup N [ RETR

AI:I'LISI: Applications | User Interface ‘ Devices ‘ Network | System

* Remote Desktop

- & . Remote Desktop able Sessions: O
—— -
9 Citrix 1CA 4 Remote desktop | client for connecting to Microsoft terminal server.
¥ Citrix XenApp
» VMware View Citrix IC. ilable Sessions: 0
Citrix rec r connecting to XenApp, XenDesktop, and other citrix services,
» GO-Global
» Web Browser e Citrix XenApp
Citrix XenApp mode to publish available applications on your desktop or menu.
+ SSH
+ XDMCP VMware View Available Sess ]

<0

VMware View Client lets yo onnact from a Linux desktop to remote Windows desktops managed by VMware View,

+ Acrobat Reader

'5\ GO-Global 2vailable Sessions: 0
»54 GO-Global for Windows Client provides access to 32-bit Windows-based applications from GO-Global servers.

. Web Browser Available sessions: 0
A web browser is used for retrieving, presenting, and traversing information resources on the World Wide web.

8SH Available Ses

"& Secure Shell allow

data to be exchanged using a secure channel between two network

XDMCP ilable Sessions: 0
X Display Manager Control Protocol provides a mechanism to connect to X terminal.

W Acrobat Reader
Easily view, print, and collaborate on PDF files with Acrobat Reader

Interface Elements

No. Name Description
Main Menu area Click to select a category of client settings.
2 Navigation area Click to select a setting item under a category.

Configuration area Configure setting values when a setting item is selected.
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4,5.2 Atrust Client Setup for WES-based Clients
To access Atrust Client Setup on a WES-based (Windows Embedded Standard) client, please do the following:

1. Click Start > All Programs > Atrust Client Setup.
2. The Atrust Client Setup window appears.

@ Atrust Client Setup

Atrust Applications Devices

* Remote Desktop

@ ——  Citriz [CA

b Citrix XenApp

System

., Remote Desktop Awailsble Sessions: O
Remote desktop protocol client for connecting to Microsoft terminal server.

F VMware View
+ GO-Global

Citrix ICA A&vailable Sessions: 0
Citriz receiver for connecting to Xxenapp, xenDesktop, and other citrix services.
+ Web Browser

¥Mware Yiew Availlable Sessions: 0

WMware Yiew Client lets yvou connect fraom a Window desktop to remote Windows desktops
managed by VMware Yiew.

=
&4

Citrix XenApp

Citriz Xen&pp mode to publish available applications on your desktop or menu.
E

GO-Global Available Sessions: O

w4 GO-Global for Windows Client provides access to 32-bit Windows-based applications fram
GO-Glohal servers,
Web Browser Available Sessions: 0

& weh hrowser is used for retrieving, presenting, and traversing information resources an
the Warld Wide Weh.

Interface Elements

No. Name Description

Main Menu area Click to select a category of client settings.

2 Navigation area Click to select a setting item under a category.

Configuration area Configure setting values when a setting item is selected.
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